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Dear Ms. O’Brien: 

Records responsive to your request were previously processed under the provisions of the Freedom 
of Information Act. Enclosed is one CD containing 605 pages of previously processed documents and a copy 
of the Explanation of Exemptions. Please be advised, these are the only copies of these documents located 
in our possession. The original copies of these documents could not be located for reprocessing. 

Additional records potentially responsive to your subject exist. The Federal Bureau of Investigation 
(FBI) has located approximately 1,594 pages total of records potentially responsive to the subject of your 
request. By DOJ regulation, the FBI notifies requesters when anticipated fees exceed $25.00. 

If all potentially responsive pages are released on CD, you will owe $40.00 in duplication fees (3 CDs 
at $15.00 each, less $5.00 credit for the first CD). Releases are made on CD unless otherwise requested. 
Each CD contains approximately 500 reviewed pages per release. The 500 page estimate is based on our 
business practice of processing complex cases in segments. 

Should you request that the release be made in paper, you will owe $79.70 based on a duplication 
fee of five cents per page. See 28 CFR §16.10 and 16.49. 

If you agree to receive all responsive material on CD, you will receive a $5.00 credit towards your first 
interim CD. As a result, we must notify you there will be a $25.00 charge when the second interim release is 
made in this case. At that time you will be billed for the $1 0.00 remaining from the $1 5.00 free of the first 
release, as well as the $15.00 duplication fee for the second release, for a total of $25.00. 

Please remember this is only an estimate, and some of the information may be withheld in full 
pursuant to FOIA/Privacy Act Exemptions(s). Also, some information may not be responsive to your subject. 
Thus, the actual charges could be less. 


Requester Response 


No payment is required at this time . If your request does not qualify for eFOIA releases, you must 
notify us in writing within thirty (30) days from the date of this letter of your format decision (paper or 
CD). You must also indicate your preference in the handling of your request in reference to the 
estimated duplication fees from the following four (4) options: 

I am willing to pay estimated duplication/ international shipping fees up to the amount 
specified in this letter. 

I am willing to pay fees of a different amount. 

Please specify amount: 

n Provide me 100 pages or the cost equivalent ($5.00) free of charge. If applicable, I am 
willing to pay International shipping fees. 

Cancel my request. 

If we do not receive your duplication format decision and/or estimated duplication fee selection within 
thirty (30) days of the date of this notification, your request will be closed. Include the FOIPA 
Request Number listed above in any communication regarding this matter. 


For your information, Congress excluded three discrete categories of law enforcement and national 
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This 
response is limited to those records that are subject to the requirements of the FOIA. This is a standard 
notification that is given to all our requesters and should not be taken as an indication that excluded records 
do, or do not, exist. 

You have the opportunity to reduce the scope of your request; this will accelerate the process and 
could potentially place your request in a quicker processing queue. This may also reduce search and 
duplication costs and allow for a more timely receipt of your information. The FBI uses a multi-queue 
processing system to fairly assign and process new requests. Simple request queue cases (50 pages or 
less) usually require the least time to process. 

Please advise in writing if you would like to discuss reducing the scope of your request and your 
willingness to pay the estimated search and duplication costs indicated above. Provide a telephone number, 
if one is available, where you can be reached between 8:00 a.m. and 5:00 p.m., Eastern Standard Time. Mail 
your response to: Work Process Unit; Record Information/Dissemination Section; Records 
Management Division; Federal Bureau of Investigation; 170 Marcel Drive; Winchester, VA 22602. You 
may also fax your response to: 540-868-4997, Attention: Work Process Unit. 

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.” 
The FOIPA Request number listed above has been assigned to your request. Please use this number in all 
correspondence concerning your request. Your patience is appreciated. 




Carnivore. John Conyers, Democrat of Michigan, 

^t P l^T n t atiVe Z° m C0HYERS (Democrat, Michigan) : Constitutional richts 
don t end where cyberspace begins. * rente s 

is °th»rp*« Ai a? 1 '' t |! e ? f X ls as scrupulous shout using Carnivore as it savs <t 
* • » always Murphy’s Law to consider. That's the one that savs 'if " 

Alabama? °* Can happen ' 1C win -’ Republican Congressman Spencer Bachus of 

abuK P her? T “ CB ° S (RepufaUcan ' Alabama), The potential for 

OSCOODi THE OSGOOD FILE. Charles Osgood on the CBS Radio Network. 
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Copyright 2000 U.P.I. 
United Press International 

duly 25 , 2000, Tuesday 


SECTION: GENERAL NEWS 

LENGTH : S56 words 

HEADLINE: On The Net 

BYLINE: By United Press International 

BODY: 

Justice Department officials defended its “Carnivore" e-mail scanning 
program on Monday in front of a House panel, saying it is "narrowly focused’ 1 
and they have used it just 25 times in two years, including 16 times so far 
Y eai y discriminating between users’ messages on the Internet ... is 
exactly what Carnivore does, “ said Donald Kerr, assistant director at the FBI. 
it does not searcn through the contents of every'' message and collect those 
hey words like -bomb' or ’drugs.’ It selects messages 
on criteria expressly set out in the court order, for example, messages 

account or to or from a particular user." 

. *■* told ■-he house Judiciary Subcommittee on the Constitution that a'U but 
hut program this year have been for "national security reasons, » 

&h "r 6 5 ases ’ Attorney General Janet Reno has 
inaepen-e.,t f evi ? w 0 " l ha system to determine whether it infringes 
on p,i\a<.y rights. T,.e American Civil Liberties Union has filed a Freedom of 
Information »Cw request with the department for all documents related to 
Carnivore, 0- w 

, A e°ri ier internet file-trading service is facing a lawsuit by Hollywood 
neavy' hitters. Scour .com, a site that searches the Internet for music and 
wdeo files ana allows users to exchange them, is the target of a coDvrioh*- 

? ux 5; 5^ led New york b y the Recording Industry Association of 
Amepca and the Motion Picture Association of America. Scour.com, which is 
backed m part oy former Disney head Michael Ovitz, said it was “very 
surprised" by the lawsuit, because the company had been in recent talks with 

Spster S Sh P ^iS . *T- aS SOry ' M Chairman Jack Valenti called the site 

The ^recording industry's case against Napster, meanwhile, goes to trial on 
Leunesoay in San Francisco. Lawyers for the major record labels are expected 

in/cipwS^SrSo^nfT b ?f ause ic allegedly promotes music piracy 

na copy* J-ffh- infringement. Napster allows users to share MP3 digital 

f i*nM?L ° i » ^t ng - ar ® corn Pact~disc quality and can be downloaded in a 

that Napster has given millions and millions of 
Nans ter CFO Ha n k^R - 1 1 ° S ear music they haven't heard before," said 

exl^c- it ?o S Sfcklv k Vimes ' Ex P 8rC » watching the case don't 

? ulc C ay " issues are complicated, and Napster has amassed a 
battled-haidened legal team on its side, Q ~ 

K , -i te f Bt f r ' S bas recently d rawn « lot of the madia's attention, but the 

h oiggest case is still simmering in the background. A federal 

judge found m June that Microsoft had used illegal and unfair tactics to oush 

SuLeme d Cour t Pe p'« t 1 ?? s Y st em, and the company has one appeal left - to the 
Supreme Court. But the case might have one last detour. Microsoft wants to 

court ?o f hf^ a ^ antlferU f t e- aW enacted in the i970s that would allow a lesser 
court to hear the appeal first. According to the Washington Post thf> 

company’s lawyers believe the Supreme Court would benefit from another review 
factual and procedural issues rn the case. The government and the company 
more P«P« r work on the issue m August, and the Supreme Court could 
moke a decision by vhe fall on whether it will hear the appeal, 0- 

for S a eP ^ok K ^ g ,,^«fa^« f f£ered ** is new serial novel "The Plant" on the Web 
«we L,o P , ■ 06 because he wanted to test how people would respond. 

We have a generation of computer jockeys that we've raised on Naoster and MP3 
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ifcho have gotten .» * * the raistakon id^a thaf v-u 

And l*d like to see if we ran* ? th ? «*«« is free. 

fruits of ^ ^ jreeducete these people to the idee that- t'ha 

. , U1 , or talent cost yon money,* the author m hn^/ ,««, «~! n * 

Morning American Headers can download day - ? n ABC s Goo & 

Without paying the $1, but according rJ ltSt J ^Portions of the book 

the story folds. » ^ i£g If^rSt'o/S £«; 

order to keep it going, it's available at: pay the stor >' *» 

nt tp ; / /www , s tephenking „ com/download . html 0- 

A French judge has ordered a series of teats ^ nrr t .u _ ^ 
screening software works well enough to reSK 

prohibit^the^sale^r'^exhihiti ° nl ^f 6 • auctioi ? s of Nazi memorabSi^Frencflaw 

June ordered the Web company t^bl^SeS ^the^et^ 0 "®*' S ° a judga ln 
auctions are legal elsewhe’**- v»h,-w.! '..access to the auctions. Because such 

fr.yahoo.com site, Lhoo ST** ?\ ifcs m fiance-oriented 

that it doesn't have the means to'keeo portal. Tne company argued 

auctions outside of f> yahoo com , * Ser f tZQm acc «ssing all the 

should be tested by expert- befor^he m-v?« ^^•Jacques Gomez said that idea 
nn'i-M fa,-.« r. Lk ' Dercie be maxes another rulinq in Auovst vahn^ 

coaid face hundreds of thousands of dollars in fines, 0- vgUot * yahoo! 

in an attempt to get the' v~4i™a comoan /?fn 9 service h ? ve baiuted together 
real-time Internet chatters . "rhe MSN Network A hyge cor ^«ity of 
Tribal Voice have formed a coalition C °T ajld 

them connect to its m service ' V^ 4 i£°v*i * * wi*! push A0L to 

group might end up with the''covernmert~on it- tide ° f ysers * The 

many that the Federal Communications CommissioTSill cSnside^w^h-rtd® ° £ * 

4.t uOrds a hearina on the* o^ano^d Aiv jts-,* >> * COI3Slaer or * Thursday when 

gJSLassr h * s - 

18 certain its IK market share won't be affected, 'o- U y Slvs in when it 
LANGUAGE : ENGLISH 
LOAD-DATE: July 26, 2000 
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Nationfr^M^^ a ^ ned he K- ir ‘ n5ay ** U8ed in ®edia without attribution to 
National ^lic Radio. This transcript may not be reproduced in whole or 'in 
part without prior written permission , For further information, please 

contact 

Permissions Coordinator at (202) 414*2000. 

National Public Radio (NPR) 

SHOW; HORNING EDITION (11:00 AM on ET) 

Tww - ^ly 25, 2000, Tuesday 

LENGTH: 584 words 

^ SYSTEM TO MONITOR E-MAILS GOING THROUGH INTERNET fJERVTPF 
PROVIDERS CALLED UNCONSTITUTIONAL BY MANY AWU&KNET SERVICE 

ANCHORS : BOS EDWARDS 
REPORTERS: LARRY ABRAMSON 
BODY: 

BOB EDWARDS, host: 

s/sss 1 ;? tor °» 

.uvest*gators search ter evidence by sifting through huge volumes of e-mail 
mveJ-icat^on ?h Trnr^K^™ 1 ? 0 ™ e ^ oses law-abiding citizens to an FBI ' 
be trusted^because ° f Coa9res ® >'« ster day that the system can 

Larry AteLfon rejects ^ nSS m8ssages Levant investigations. NFS' a 

LARRY ABRAMSON reporting: 

o&uet liy the FEX ssks Xuteme t r!»r« ♦* •> 

*«,*.** „ Tt vv. ; \r providers to do its eavesdropping 

th - * ? * ,!cy h “ b ** !i 

W ith special <sn e fwa^o •ru.-l'-a- ~~ “ name, vw.^.y.e is gust a computer 

Internet -e-v®ce^ ins H ils the in the offices of the 

eve^t X L?: d * a biS vacu «® cleaner. Carnivore sucks up 

t ™ T fT Se . ** nt or received through the provider. But 

the S bits th»t aL S re ? ”f A 1 * er f«' c * ralv «« s P its °«t everything except for 
une x.cA *>aCs tnat are rexettod to the investigation. 

Mr. DONALD KERR (FBI } c What it's *. 

the addf€^«aa ^ + ^ 0 . ‘ 4 s ■ oasica A *j allowing as to ao i s record 

outside* of the envoi one" f® & f lt and the return address on the 

to lo MtrXi rtl 1 not permitted to read the subject line and, in 
U ° not - capture that and record it, 

™^ B ^ S0N! i t,S 3 lot hard8r for the FBI to get court authority to actual's v 

* The f B3C assured ambers of a House Judiciary J 

»ub~om»atLee that Carnivore software can be carefully tailored eh-.t ,■ ~_,„ 

usef theLT^ °L the "“*** and the recipient of a^ssXo^ XgantsLave Y 

GrefoS^ L& "S °l searches on telephone lines for decades. Kevin Di 

® * * Wi bh the Department of Justice, says they're very useful in the »arlv 
stages of an investigation, * Kltti ln cne early 

Mr. KEVIN Di GREGORY {Department of Justice): To illustrate law 

buSnatff i?ff n 1 need a to find out from whom * dealer? fir instance is 

It is therefore^ important ?l th * dealer is selling his goods, 

communicating P an CO detralM Wlth whom the drug dealer is 

<nto2XS2 { i&th ^ th8 systeffl has to P*** at each bit of 

sssx ;* “ ? ™ a r?i, Kan hr“* srs ° £ «- 

SSJ SS.?L2«d“ r ““ C "“ 0ni0 “ ai« th. potential for 

Mr. BARRY STEINHARDT {American Civil Liberties Union) ; Never before has law 
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enforcement installed a device which access all the ■ 

service providers customers rather communications of a 

of a particular order. h 0nly the CORKRUn3 - c ations of the target 

ABRAMSON Internet service providers have become „ 

and subpoenas for information in criminal ;^. a «°^' CCUSt0 ^? to court orders 
“W sa y they t.str.t th. S“. “ s f;S?*“L But 

K£Sr,SS SS T-— *f c4rKLih‘ * bS*2?/S" * 

«- i™xsrs 2Lsr^iS^ssi i ^“ ttori '» «» a “w« »»»»«. « 

is w^r! 5 !^ 31 ' BAER (Georgia); you're saying, 'What we're Croatia «-r> - 
is we re going to go outside of the law here hsH« , v w , e go;n 9 to 
force you to allow us to out «.»• u basically and we re going to 

able to monitor it. it's cL^ietelf V h Ur ®i' stera - *»» will not be 

You just give us access and we~ll do our fhing?^*’ ' ihmK you very much ' fiwys. 

^“S^Sefs^d^ma tUTl^ Inte fT 

Seriate. 

extending ...at analogy to Internet service providers doesn't make S’ 

Mi v STUART BAKER; To say you don't have an expectation rvr«iw 
information that i«j in the ku- ^ expectation of privacy in 

' r ■“ 1 ^ oe ndkJ - as tne thxra party xn the >t~ 

jt.&t crazy. X mean, our enti re Hvpr- ,**** ^ -- * „ ; L ^ ine L is 

' «^ua uve, $ axe in tne hands at third parties. 

Th * yBI is offering to hire an independent invest<oator -o 
if ii n h° re ° ffers . a constitutional way to wiUtap on the feterrf n-i 
.ar, vhe agency says it will not reveal the snfr Mr /^l v V , f &Jt so 
Many civil libertarians say' that's « 5 ' fv t code behlRd the system, 
that Carnivore is dangerous ^ ZT*i a th t y cm prove to Congress 

News. Washington. SCOuia abandoned. harry Abramson, kpr 

LANGUAGE: English 

GOAD -DATE; August 7 , 2000 
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Copyright 2000 Chicago Tribune Company 
Chicago Tribune 

July 25, 2000 Tuesday, CHICAGO SPORTS FINAL EDITION 

SECTION; News; Pg. 1; CONE ; N 
LENGTH; 989 words 

F ? X D P EJG>S CSE OF E-MAIL MONITORING SOFTWARE 
BYLINS; By Frank James, Washington Bureau 
DATELINE: WASHINGTON 
BODY; 

technolow Iawmak ®f s on criticized the FBI for using 

monitors e-mail, claiming that it threatens privacy rights 

r m»*i e Ti X:Lt lZ experts B f y tho£3e concerns miss the point : By its very 
nature , ©"iruail not secure, Electronic ^ ^ . *' y 

send private information. messages are among Uie worst ways to 


'omouSr g eSe*- subcommittee hearing Monday, Tom 

8 !hy^f ! ‘- e P that ft ® ran out of time before he could . 


: Perrine, 
explain to 


lawmakers that it's not just government snoops using a special secret 
software program like "Carnivore- that threaten e-rrlil privacy! 

w l th * little computer know-how can catch and read other people' 

l^ a t n T? et ' he .? rd othsr say, is a simple encryption ' 

program wh*t codes tine e-mail so others can't read it, ^ 


'li everyone used s cron a 


encryption,. large parts of Carnivore would bo 


completely useless," Perrin© saidV ’ wouio ^ 

doubted h the ^Bl>s°eL^^ i ? 9 ^ D ^ rati \ and R ®J>^ican skeptics openly 

?-° Kee P abusing its Carnivore technology a^d 

telephone TrlltT ^tutional rights with the Internet eguiv^ oCa 

to capture , the a ?? ncy has GUietly used Carnivore 

*lir»^iK ,5® ar ‘;i. fr ®"* iane * of e-mail between certain suspects and 
raSir^uthfeSv^tVe^^f*^ judgas have Provided the agency with the 
L f f lf i° hss ca - Dnure ~ not just the address 
~n tor mat ion, put the content of targeted e-mails. 

, f 1 i ' ra oy experts, lawmakers and others have sharply criticised f-he p&r e^v- 

its use of the program; Monday’s hearing was filled wi^ha^^i^! of 
privacy violations. accusations of 

f^r "t'ohter r^?^ S f haS t0 *£ c ' ” said Re P- Jerrold Nadler (D-N. Y. ) , calling 
°f t-Shter restrictions on the FBI. “Police agencies can't be afforded 9 

untrammeled discretion, and we can't assume a lack of bad intent on the mart 
Of police or the presence of goodwill is enough to protect people's p5vlcy!» 

are^cLck- and e bffJnnf OUn ^v' Mrry Parkiasor " assured the lawmakers; "There 
«w» f K and balances with respect to Carnivore. ... it's not a situation 
v,here & rogue FBX agent could broaden th& covpr^o^ of th& "V" 

and violate the court order" authorising the SeiflanS.^ Carnivore intercept 

fcfhat the numerous witnesses defending the use of Carnivore as ~ 0 

.ctaowl.ds,.. however, was tS tSoo 
y “' tJ - agree on v.he insecurity of e-mail in general. 

President Clinton knows. After a speech last March in Silicon Valiev a<s 
s~nf *5 columnist for the San Josf Lrcury^ews 

♦bOifioone ssScsd Clinton xt h© keen*? 4r> t'Anr'Vi c y tvew^,, 

Chelsea, by e-mail while she isaw^y at l^nf^ UniversfIJ. daaghter ' 
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secuLf« n sai|°ciinton. Wifch CheIsea ' ^olutely not— I don't think it's 

SupScoSter 1 ?ent!r^t ** the *» «•» 

worries about protecting t^ir vf 1 fotnia “ San Diego ' everyone 

information by i-^il computers, but too many send sensitive 

goes Trvin« 0 fo * ^ " ish 1 c °“ Id ^esiember who said it, bat basically it 
concrete bunkers surrounde^bv^arhfn^^ **** Internet is like two people in 
written oa t£*^ S*"* “"“®~ t0 eaCh oth ^ 

«^SS.*iL2S* t rsr£S£X “ n *? ”* a * 

said, tIK ana technology called a packet sniffer, he 

E-mail transmitted over the Internet' i^v* -- ; -t , . 

«<*•! M, is broken into JhSi! billed !*"' tte . 

s?®K* r to v rJ ” ;«- t K ch * 

nn/nt « f 1 ' ^ packets otten take different routes to get fr« »i>r Vt-r 
point B, bouncing around the Internet until thev ar^w ?t thfit A , " 

and are reassembled, y ax ~~ va at their destination 

sniffer can oollect^the^pactets^cnV^f^^le 0 ^^^ 11 ? ® iSe P sirig a Socket 
an e-mail , leading to eto security Lsue^SiL Sised.^ “ tft * eont «« <* 

ihe greatest cause for concern ■is «-he nn^diVsine,, • . » , 

„t, to the powerful computers known as servers i-he r 

networks , said Richard *&»* f-b ~>v> cne ora ins of computer 

Mass. °"‘ Xl ' h ' an internet security expert based in Cambridge, 

*i,n the case of Chelsea , t h<& rAnpor>A r *. w o ^ u _ 

the Secret Service is * f have as .*. resident Clinton or 

^ C:T, service is what, somebody at Stanford, or wherever v?h^ 
tne e~n\ai 1 system was w&tchincr that t tains 

tabloid fnew^aoe-'f r* ?£ traffic, that they got $10,000 from a 

reas^:- he slid those e “ ,Bai18 «** «» Chelsea for whatever 


Sensitive corporate informatior 
when they are mentioned in e-mail, 
format* 


on and trade secrets are equally vulnerable 
x ' whlc ^ nas roots in an easy - to-read 


xf anything cried out for heina ^ncrvrt-p^ r . wv,>^ a * * * 

said. -Maybe over time, that cant! * »*«■ 

all A SmpuSr Serf U "h™S??h i0R t £ olB are cu «^ly available to virtually 
emplS afaerS< , ' hOU3h they taKS knowledge of computers to properly 

® 5 ierts foresee growing consumer demand for encryption «m c-n 
expect that as people learn that e-mail is not secure there'll hi' 
interest xn using encryption to protect it * * a id 11 be more , 

scientist with AT&T Labs. “Most people now' don't ust <t research 
interested in it or it's not t„ .r® , us f * c oecause they're not 

that comes with their computer." ° : '®® 113 the standard configuration 

an ? 2 t ? rnet en Sioeering standards grouo recent ’v dewi^ 

Sf«*“ 3 £“ couU hast “ °» ^ *« <*pi. iiL?rSVSS?SV 

cases this would be trLsparent^t^the^s!^" h!ffi<T ^hof^f f r ^ in most 
they're not already here, are at least on the horison.'* ** technologies, if 
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Copyright 2000 Michigan Daily via u-Kire 
University Wire 

July 25, 2000 

SECTION; EDITORIAL 

LENGTH; 601 words 

HEADLINE ; E-mail *s bio brother 

KS: rScSjr 1 * 1 ' Kichisan Daily 

DATELINE; Ann Arbor, Mich 
BODY: ' 

ACLU h for B a privacy * rw >** and the 

passing through networks connected to the "device e : nail 

•Carnivore" by the FBI -- because it alt% »? tu . aufo bed 
dangerous because it is caoable of scanr < o£ P iortr ^tion — is 
along with the subject lines’ of a 2 d receiver information 

mcssaaes ‘"'L^ mail to det exits! ne if those 

: " oriw ? xn information worth saving for FBI review nnHif* ^ 

Carnivore s almost unlimited access to Unlike phone taps, 

potential for abuse by ov^-ealous FB? S ??® S c \ rries « high 

targeting users not suspect of any L'ile * XXOWS tb * Possibility of 

information from ISP's an Possible in tLi ? ' e 1 lnes or gather 

electronic mediums like e-mail,’ but Varni v arrxed ° ut over 
system is an untouehab"* *» box iso '~* ! more pervasive. The 

information nassit °; lea on P^vate networks to collect all 
passing tnrougn them* This is I -?*<=> ^ : \ *** 

listens to everv phone co iL ? ^nsu*Uxng a device that 

calls should be' monitored or not the Phone 

workings of Carnivore remains sketchy’ ‘^Y* in£omat f on °« th « inner 
like Representative Bob Ba-- S P rxvac y advocates, 

•Frightening. - ' 1K “^ } * * no *** one word for the system; 

independent groups ^who^wouL^exemi^e^i of Carnivore to be perused by 
being collected is lira-5 ted” to gkX ”f? to make sure the information 

This seems a viable solution, aslheLttL^v^of 9 ?^ 0 ? f °? illesal ««tivity. 
not be violated, yet could still be mentored'' tL r»- CarniTOrG J System wouid 

Carnivore could be reviewed by independent fxid * y that 

enough. '<w.t,B,iac.,c academics, but this does not go far 

turning over inforLttion o^' ^a-aeted Q "^ 1V ° r f W 0 S Ja ieave ISP *s responsible for 
practice with phone c^anies if ^Le^<on of P* ^ ieW = a * * a the current 

allows some decree of protection ° f xncrirainatxn3 evidence. This 

widespread electronic surveillance? d 58 a reasonable alternative to 

More sweeping reform could come from Cooore*>« ac , . 

S if rec f asendation to «taft legislation that wuld^f iff cfff4fr ine - the 

^ ^ ^visions ensuring that access to * r\ , vxve 

enforcement is limited to suspect users ar-d „„??? communications by law 
only. The potentially abusive fftufffl Cafnf™ if fff rt ' app ? 0ved targets 
learn to live with in the digital aoe Laf-fSfff ? som ® thln S «« should 

privacy infringed by law enforcement agencies interested*in *^\**v* theiv 
a few criminals. y *nceie&ted. in collecting data on 

wi de°rf ^ heep up with the times and fully examine the feasihi 1 i tv 
wide-ranging changes to electronic privacy Outdit-Ji 1,? feasibility of 

oi e 2 ^agfs C wi^rh ati T PriVSCy Act ' whi ^ allowf for^eh-LmeLnJePeLfS 

ox messages with a court order ?- n t _ v* time interception 

t«taojc« os «* , lta fOT to P hSL‘-n k ; sSvSr“° nB £or new 
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' cod ® 18 opened to public investigation or more 
attention is paia to governmental bodies engaged in electronic 
Sf® 1 the laws ara far behind technological means, ft is time the 

unreasonable searches folate Fourth Amendment protection from 
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HEADLINE * FBI Malces Case For Net ^ ^ 

Hill wiretaps. Carnivore System Faces Fire on 

BODY^" : JOhn SchwartE ' Washington Post Staff Writer 

Federal law enforcement officials defended ’Carnivore*— the FBI’s 
controversial Internet wi retan evehm.. IZ 1 0 ** s 

of grilling by Democratic and ph moi e than two acrimonious hours 

chilling picture o? an IntSet ?w ™i Yesterday, painting a 

terrorists without prSpS s^iSance ^ haven for c «**» ««* 

anonSS na eL^ter™uni^t- Ser!d Pornography to each other using 

® ™ ufe * encryptea cossjm i cat ions, " FBI Assistant ni x* 

told the House Judiciary subcommittee on t^ Constitution I *f rr 

financial service companies’ systems and ' >, *1*1* brsak inCo 

credit-card numbers, criminals use the l presses and 

communications to commit large-scale fraud on victims all over t ha 
terrorist bombers plan their strikes using the Internet!’ ' * nd 

Many or the lawmakers seemed just as concerned with the n f •> 

enforcement officials. ’The potential for abuse here is t-e-endovs P W 

Spencer Bacnus CR-Ala , ) . “What you’re saying is ’Trust us!— ^ Kep ' 

taQwn’as”® ’ "packet^snif f er^* network -maintenance program 

to quickly collect Sst the -S’ and f r ? at fPecificity-the ability 

for v r 3x^.0 4.rom information in o-mail mossauss 

iqi example, and not online bankino t ^nescHAne ^ 

the equivalent of the teleohonV n ^ti°ns That gives law enforcement 

* ^ t / ^ ut,^epiio*ie world’s "pen register" and 

aa.a-the origin ana destination of all calls related to the subject . 

Civil liberties arouos and lot&root ^ 

“^ifcutisl reasonable' sSrch Ind^Surflf 
newteciloiogy also c^S^r!^ 

S2SSt“ “ tS ° £ information from innocent peoplelfwell^fthe' 

The critics also note that pest experience has shnw - u h . , 

has overstepped its w< na ® &nown that law enforcement 

iltu iCB w^ietap authority numerous times in the past. 

' 4,ssociat ® Erector of the American Civil Liberties Cm n- 

Jf ^cesSing iS rOU ^ bivalent to a wiretap clpSlt" 

customers * ^wi th^the^ ^assurance^tha t V the a FBi n wi 1 ^ ^5^ company?* 
the specified target." FBI record only conversations of 

the netlorks^TheJ want 

^ publish information on the software used so that ISPs can hl ™!f 
that it does what, the agency says. Xb can by Slire 

.. J be la ? enforcement officials pledged to present the system to a r^.r^i 

thira party for review but. said thev «mwm> „ a/suern to a neutral 

the system that it will b»corf> a .L. %■ ^ ie ^ ease so ^uch information about 

' Wiil become a target for evasion and hacking. 

They insisted the Carnivore system actual 1 v nrmri^. .. , 

what^the rS° dS f ^ atherin S electronic infoLation because U can^iL-June 
wnat the machine nands over to investigators. can -ine-tune 
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t ITU™'* * rlSk their in ^rity, their 

h. Barr Jr ? 1 r -G a " twS " c ongr es s^rTr a rli y Jrth^sfme^idi^f ‘ Y ‘ > -'“ nd Robect 

N&dler peppered the f'ff-iHale '.^v « * UaC same side of an issue. 

point that Carnivore, under the" law^ -hat®™ qttestloos . that underscored the 
could be used withnnr rt, 5,hr 1 ^"’ ;' hQt govern pen-register surveillance 
telephone wiretap " *** dlf£lcalt «« "Probable cause- required In a 

said tL C clSton\SSt?ation asse^t^that^'we don't *“”“*£ an ^ scornfully 
track of our own e -mai3» wh-i . asserts “ at we don't even know how to keen 
, , e , 11 w hii.e -now we see a very soohist-ioat^d a,.,-.*- „„ - p 
keeping track of other people’s e-nails ! « y ^opnisoicated system tor 

After the hearing. House Majority Leader R' chard v 
statement saying member*; of hni-h ^-X w K -*-Cnara K. Armey rssuea a 

administration is infringing^n Are^ V n*rs? h K- ed * stron ? «»«»» that the 
against unwarranted search and seizure? ^ constitutional protection 

Jtiv.il these concerns are addressed," he concluded - . , . 

shut down. “ w.*c*<.a«a, carnivore snouxd be 
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SECTION; PART A; Pa A1 
LENGTH ; 744 words 

a^n?:« La *T k ? r * rip FBX e ” mail tracker; 

Surisillance tool employed 25 times 

B0Dy NE: Wliilala Gianz; THE WASHINGTON TIMES 

Ca rn!mro f ^ forcemeat agents say they have used the contmTOrciai 
2 ™. SO£tWe pro * r « t0 e-mail of susp£ t ? asISSTTSS past 

Su^de^ 9 ! racked e-mail they 

Despite the restraint the FBI savs it k*« 
criticised law enforcement agents for Privacy rights advocates 

ss? tei - * tout “• 

Carnivore should^be suspended urt^V^cerr-^o^ 13 '^' Sai<J yeseerda y 

law enforcement are reconciled, ** 0t Privacy advocates and needs of 

Until these concerns are addresser* r«^^fnv. rt i , 
said, uu ‘ >ea ' carnivore should be shut down, ” he 

Carnivore enables invest iaato^s to nirt ~ , 

traveling through an Internet P< flc e ” maU messages 

monitor who a suspect conta^c"^/^ provider s computer system so it can 
4eCv contacts and who contacts a suspect. 

Hr, Karr and other federal officials sa>d ^ 

system is crucial to he Id the^ ke^n in'^M *''* , e high-tech surveillance 

breed of tech-savw criminal *T an^c^uc< *1 **«*>! ^ nc f? aSi ^ y sophisticated 

. «*d crucial to help tnexn keep the Internet safe, 

baginning°to C appear on line in th ® P^ical world are 

Di Gregory. ^ ' 8Axa Bs P uty Assistant Attorney General Kevin 

If we fail to make the Interrupt- «- „ „ 

Internet and e-cosaaerce will decline"" ' t n daroerino S *-h^ n ‘ :X<3eil v ® i 2 Ufiin S the 
the information age. . . . Carnivo-4 9 t ^ e very befits brought bv 

used on line only under narrowly defined -if? 1 * ® n a »v«*ti«ative tool that is* 

* uct ° £ ci «*» *>«* **>•»*> „„ i„ 

i he potential for abuse here ARrtvvnn\}et « * « 

Alabama Republican. ~ ' enormous, said Re P- Spencer Baehus, 

Mien it is us^?°lte* ei K2^ , T a f5 rJ 4^f^ said Carnivore is a little-used tool 

are caught collecting more da tf ' than al 1 Sd°’*thev Jan , care£ullv ' ar “ d if they 
five years for committing a federal felony. # ^ ey can hm ^^risoned up to 

P&&&t we've had many agencies go havond p , , , 

authority, * sard Rep. John Conyers Jr, , MicSS 0 2oc«t P th * lr 

Mr ‘ ferr ^ FBI and Depapt « « £ d -tice will seek an independent 
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review of Carnivore this year to show they aren't misusing the program. 

for L S?Srn?l PriV r y ? ights adTOcates also criticized federal official 
torus mg Carnivore when Internet service providers could -?««*■ = c 
collect, information being sought. iS COUAd 3ust as easily 

„ *7^® ought to be more control in the hands of the Internet service 

providers > said Alan Davidson, a. lawyer with the District-based civi* 
liberties group Center for Democracy and Technology 

Ciiat iew nation's estimated 10,000 Internet service, 

providers Lave tbe rft0tHlS to •sift - ' jc r * - U iservyce 

law enforcement. through e-mail traffic and collect them for 

But Hobart Com -He var e f an Attorney who am t ^ ~ 

service provider EarthLink said represented Atlanta -based Internet 

iVj-. £ j % •» ' «rct M 0 i, ttXink was? oa tberxiic? e --tndi 1 

the federal government's request earlier this vea.- wW u „ * x 2F lt0 I ,n ? tlon at 
comply with a court .■ >. .. , . ■ yea*, v. r. c . , it was forced to 

computers let tedaral cfficiais install Carnivore on its 


mes2gef d Kr ai Co-f^f was .*f set /hat Earthhink was capturing few e-mail 
messuages, Mr. Corn -Revere saics, and it needlessly installed Carnivore. 

si-aaM*^^^nh'-* niberties Union Associate Director Barry Steinbardt 

of g f s source ^ made public. The source code is the a- 

capable of retrieving’ «r>he Ac£>i h*4 MJ'' t xx * how J ust what Carnivore is 
-earnest r ^ t .F J s tiAeo a freedom of Information Act 

- u.jjesv w»tii vhe J-Bu to get the source code, 

? rafc of Questions about Carnivore and its use 
-awmakeis yesterday didn't express any willingness to make immediate eh^e« 
m the federal government's authority to use the surveillance SSL 

“We should be sensitive to .*r»v nnfat.cui „ .. , . 

Even a system designed with the ' belt oflntenUons^o 

essential law esif or cement f unr : t i n+i <?. 1 x carry out. 

not orooeriv »onir-^S? ZtT^? nB £?*•«■»"> f ° r concern if its use is 


not properly monitored, * said RepV 
LANGUAGE : ENGLI SB 
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Canady , F lor Ida Repufel i can . 
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TYPE ; News c a S t 
LENGTH : 388 words 

USE^^^E-' MA^S SDRVEI LLA: '' !CS S0FTWARE ALLOWS the fbi to swoop through COMPUTER 

ANCHORS : SHARYL, ATTKISSON 
REPORTERS; JIM STEWART 
BODY; 

SHARYL ATTKISSON, anchor; 


First came wiretapping phones, 
cybersurveillance program called 
Stewart reports. 


Wow the FBI is using a controversial 
Carnivore that wiretaps the Internet, dim 


JIM STEWART reporting: 

user- er Ld a thJpRT X*V MU f 0t \ e “ !t!aiis are sem: received by computer 

ou v'" ' Bu t d *- he nrnM criminals are now just as fond of them as the next 

f h l J , agentS has alwa Y 8 been; Just how do you sort through 
, SAbberish to find any meaningful evidence? The bureau told Congress 
it thinks its found the answer in a software program called Carnivore. 

unforton«rt R rL! ARK ; IKS0K (Geaeral Counsel, FBI! : This is-. despite its 
unfortunate name, uhis as a tool that xs very surgical. 

STEWART: Essentially, Carnivore is like a wiretap on the Web, Phvsic&llv 
r^om n ? thin ? *° re than a sm&U coaster the FBI can lock inside’ the^witching 
internet service provider like, say, America Online. But instead 
of jading every AOL customer’s e-mail, it’s designed to zero in and record 
3 ust the messages sent to and from one particular e-mail address. 

or SrveilliL?^th D tMf 0r '- Lab Oi r ision ' PBI) : We don,t do broad searches 
surveillance with this system. That's not authorized by a court order and 
m my view, could not be. v uiue ‘ <sna ' 

STEWART: Critics, however, immediately asked: Who's watching the watchers? 

Mr. ALAN DAVIDSON (Center for Democracy & Technology) : Carnivore has access 
know U ?tr^ xnfo f ,atio ? than ifc is l«sr*lly ^titled to collect. How do we 
put on^Carnivore? Carnivore? How do we know what kind of leash has been 



b^tween^wIrisifn^S for the skepticism is because there's a big difference 
the Internet and wiretapping a telephone. If the FBI wants 

the b nLnS Ph0n v' t y get a court order and SO to the phone company, and 

the phone company makes the connection for the bureau. If the FBI wants' to 

wiretap your Internet address, they get a court order and then they can make 
the connection themselves. y mak€ 

hacS^’^ndThe^ r ar alread >'* mostly against Internet 

hackers, and the potential list of suspects and their crimes is growing 

a! we is a SSttKo y ton%orT' tv' thS of commercial e-mail messages 

Washington^ Ct d & ° tOP blllion a Feat. Jim Stewart, CBS News, 
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SECTION; NEWS, Y 

LENGTH; 064 words 

HEADLINE; FBI ACCUSED OF VIOLATING E-MAIL PRIVACY - 

ADVOCATES SAY PROGRAM SIFTS THROUGH EVERY FILE ^ENT THRODCH rpp,'-rr Tr 

HELM P-I WASHINGTON BUREAU THROUGH SPECIFIC J.6PMARK 

DATELINE; WASHINGTON 
BODY: 

advocates and technology experts yesterday blasted a new' FBI 

thS Interiiet ' sa ' /in 9 the system allows agents to mnito- e - 
mairs of people who are not targets of criminal investigations. 

mniion/of fn^- y0 “ t0 tru ? t “ 3eni with ^supervised access ... to literally 
t Barry Steinhardt, associate director of 

the American Civu Liberties Union, told a Rouse subcommittee <rZes*iaZfL 
the system. "For me, that’s an enormous lean o* ; U v ago t ing 

asked to take." " eap °* taich that the public is being 

The e-raaxl sniffing system, known as "Carnivore,” allows i»v ^ 

Oi. facials to sift a suspect's messages out of the s<-r-« a m of «, • 

through an Internet service * stieam of aa..a passing 

„ «>. provider USP) , nke America Online. 

-har4S St ? iled ^ n ? he IS 5 nKtwork ' Carnivore can monitor all of the e-ail 

.Si, a®-) vhe list of what is sent to the actual content of the e-mail."" 

¥2? ^ he subcommittee on the Constitution that Carnivore differs 
^ ^ ^cauu*y traditional phone wiretaps. With a oh or » mrpr S v, Zu 

must obtain a court order to mon< lZ" n t P^oua wiretap, whe tt>x 

* yi f n t e. w j. -v n\ er ^ 1 on & of a specific Phono, Then 

contacts the phone company, which installs the tan, and when 
investigation ends, disconnects it. Agents are not able to morito^ ^ 
conversations other than those on the one phone, at0 ~ ai " y 

Under the Carnivore svste“, - 

^ ^ - nrst gets a court order to use tho 

&gt,nu> s oo^tware to tap into the lines of an ISP Unlike 
wlret&D with « f onriKe a tiacutionar 

ll*Z~ „ C€S ? to onl V one pnone, Carnivore has access to ev*rv me^saar* 
being sent along the ISP-s svstesu In addition the top ZZZ ZZ ZZ~?~ ? € ® 8a9€ 
Knowledge of what the FBI is^ monitoring, fc h u ° COf ^ r ° l over or 

Sachoy president of XCONN, a New Haven , Conn, -based. ISP d 
Carnivore violates the rights of ^ik<ZZZ 'Z* 

Internet to send e-mail. 9 "“ y ls * w ~ atold ^g citizen who uses the 


court 

common 


the members of Congress, 


ges from and to you. 


Sachs said the software used for Carnivore, which Is secret bH, 
other threats to * J , ■ ^ . secret, Siso po^es 

vulnerable to hackers .* toother problem! hi said,' i^tha^the^Carnivore al 
&L?® service problems for several ISPs , causing them to stop or slow' 7 

Ju ^ ice department and FBI of ficials said they are simply trvino to 
preserve th^ir ability to mon^ t’fir ~ r < t , 3 i ** » > , , , ^ ying to 

is being eroded by the arowino use of new technolooios ««rh* ld that ca ? ability 
cell phones and wireless message device! technolo 3^ SUch as ««*W>txon, 

protects privacTfoecfS^Tr 3 ^ 0 ^ 3 ^ a ^ orn6y general < sa -i& Carnivore actually 
Protects privacy because it can be configured to identify only the senders and 
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only tb * a *“ wi*t.a 

machine has culled. ' *' h huroan reviewers £fce onl >' what the 

it s not just a situation where, us X -if » 

for example, could broaden the coverage of the Carnivore 4 nr „; r l,. 3 agent, 
the court, order, ■ DiGreaorv said •ln L«- n arid violate 

engage the aid of technical people dpS f°, h f t - h t wou3 f need fco 
Internet service provider * P P ' perhaps even technlcal People at the 

Donald Kerr, director of the FBI's comouter lah divi «■>-,„ „ a > , ,, 
used only when an ISP cannot oi-oiria^ • U * r d tvisron, sard Carnivore is 

order ^nnot Provide the information requested under a court 

oraer. ihe rBi would prefer to let ISPs do this » r v w,t- * - l lc 

not possible and in those cases, we bring in Carnivore, » he said ** 

of Internet surveuLS!^ 0 ^ * b °“ t What StaRdards «W*V different kinds 

Last Monday, the White House announced the administration wi 1 > n ™„„ ea ’ 
legislation to “harmonize- the laws of wiretapoirg as it tffe-t- tw* P 
technologies by which people communicate - such at * ? he 

and high-speed broadband access. telepnone, dial-up modem 

LANGUAGE ; ENGLISH 
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LENGTH: 481 words 


HEADLINE ; GOP Lawmakers Want To Starve "Carnivore" 
BYLINE i David McGuire ; Newsbytes 
DATELINE : WASHINGTON, D.C, , U.S.A. 


A powerful cadre at. House Republicans today demanded per 

tne plug on at. controversial e-mail surveillance devici ''"Carnivore " P 

Given the uproar Carnivore has created x-ns +■?■>» ^ ■ , 

s Sr";2 r L“?:?. k «r 9° •«“««« in t; 

i =,-r,v,^ - : y A *" >u ®’ ii,voivea nave been satistactorilv answered » f v„ 

lawmakers wrote an a sternly worded letter to Attorney General J^t ' Reno 

^exf- gn and b M ^ blicsns deluding Majority Leader Dick Army p. 

*exas, and Majority Wnxp Tom DeLav, R-Teya*? *od«v<« i <2 Y- * ' • 

forcing the Justice Department to' move «- lirLv ^ A ®, aimea at 

constitutional concerns raised bv ^ mL ?r ^ e * Slng tae 

Armey staffer Richard Diamond told ' 08 " tt0f *“ i-1 ^vice. 

a " taCh dir ? Ctly ^ an Internet service provider's internal 
sysut*uiS f carnivore is capable of siftincr rh^ounh ~ £ * v8 “ ! r 

messages So find thw <-Cr lly though vast quantities of e-mail 

order' Jteww ^ 1V ® specification, of a court 

nr^',v! 9 lt l- m€et chs specific parameters of a elver ceu-t 

order are - according to the FBI - never read. s cuont. 

Intew h M Jro? X f that the F ? 1 is si ^ing through millions of innocent 

i%r %; V ^sers e-mail messages nas spawned a oroundsweli of oDDes^tVon b 
the £^ ce * Conservatives and liberals alike hive decried the fb?’s u?e o ' 
the device, claiming tnat using the technology violates ‘con«M t,.M ®«- if 1 

protected privacy rights. v *^e^es constitutionally • 

"You shouldn't be using this kind of {technology) with tM<? t-vr>„ 
question nanging over your head, « Diamond said.* h type o£ 

and Tb ustS 0 nLe5J 0d ^’ S le£ter asked *«» «> retire the device until -he FB r 
ana vustj.ce Department can adequately address the f "' le * b - 

However, Reno, in her weekly Justice’' pi ivacj, concerns iv raises, 

not suspend use of the device J ££? aKr 2 ** i& she woyld 
is completed. ~ atter an eternal FBI review of Carnivore 

-W.SEa^.£jir^,ri^ “s c s»*ra -?« «* 

t . in t Sh a ;£Slit SMSS 

JusS/Lpa"^^?'^ 1 IiSl?7cJ?niSrSf 1 Ss°^“SHtioS“ a ” aiC £ “ tfce 

KBAS? 

The Justice Department was not available for comment on today's latter. 
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of Carnivore hiS month ' Reno promised to personally investigate the FBI's use 
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HEADLINE: Privacy Legislation Won't Move This Year - Leahy 
BYLINE ; David McGuire; Newsbytes 
DATELINE ; WASHINGTON, DX,, U.S.A, 

BODY: 

f ar -feared Internet privacy legislation probably won't 

f r th ^ B congressional session, lawmakers ° L go ver ^ 

thorny issue and will ideally be ready to dL-lon "r~2?h?^ « S K X” - he 
year, Sen. Patrick Leahy, D-vt., tol/r^“ ^ ? substantive next 

leaders today* v nigh- v.ech i nous try 

*X don't think anything will be don** *.v> 

adding that Congress should fceoin forking £, 5 ^J ear \ Le f hy said ' 

tederal privacy standards next'Vear ** r f > on se ^ tin 3' baseline 
has a chance to die down the Presidential election brouhaha 

Despite the difficulty of establishing arrive . , 

this Congress , Leahy blasted the notio "hf y -egtsiation in 
congressional ly appointed panel, " " ^ - wbe privacy issue to a 

^ n ;i f .r?’ Ve SOt $*?• to ^vestig&te the investigation o' <rh, f( r 
Administration scandals) we ought to at . • Clinton 

real -world" on privacy, Leahy said- “*““ t *“*' uQ '■** e time fco do something 

7 nXf nd X 5 Kouse legislation would establish a comiss < on *o de"ir» 

Internet privacy issue, u - i> - S4 ' on v -° a «^ r e into the 

Although industry leaders remain lee^v of f„ x , - 

privacy standards without a fioht f ” Pvl S • ! A Internet 
willingness to at least di*cu^ a' i **?-£*?'"*** ° < T unity ‘* growing 
way to enacting privacy legislation, “heahy laid^^ Shoula nelp clear the 

Business S^f Sa??All trieet : i f? on Capitol Hill where the 

BSA, which represents a slew ofiarSe^oftwLr^Ler^^'' C ^ pion **»«*■" 

whfsupmS^Xe'!^ C ^ r Chafflpion statuettes* to ia^aakeS^Sf 

A * 4 ° suppor " intellectual property and anti-piracy causes *<=0ul«tors 

In addition to his work m the » v-o^ & * . . 

combating software piracy and supporting the re^ aration o? ul^ k f Y roles in 
on encryption products. SSA leaders said that ™ f export CORtroIs 

thank him for his work in those areas Y S Leahy Che award to 

whiff Jhf sofSLrfndulLf llfnof f ^bert Koileyman told Newsbytes that 
privacy standards? the gSp wo C f eaticn oY federal 
with Leahy and his colleagues next year ? C discussing limitea legislation 

S«?cS 5i; b S c , u S te8l " a 

legislation would preempt harsher state and local measures 

Still, BSA wants Congress to give industry self -regulation a chance and 
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tasted 811 reR>ainS concerned that any privacy bill nay go too far for his 

HoillS h said miSht SSt 8CSrted in that process thac becomes a snowball, « 

today, Leahy also addressed "Carnivora * 0 the FBI * s 
controversial e-mail surveillance device. 0 1 don * t think we rtMr>rt 
adequate oversight on Carnivore,* Leahy sail 9 


Reported by Newsbytes.com* http; //www aiewsbytes.com * 


14 ; 15 CST 
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SECTION: Section A; Page 24; Column 1; Editorial Desk 
LENGTH: 615 words 

HEADLINE : Wiretapping in Cyberspace 
BODY: 

frem^Hv 8 nOW X ? e on to th8 internet as naturally and as 
frequently as thev pick up a pnone. Technology has created « < 

personal dedications, but technology is aSo K pLsfble Sr 

b^fo^ e ?^eSorr2rf? 10yerS Vy onitor Private conversation! as never 
^fv!cy. WS * USt b ® updated to ******* these new challenges to 

u&sl week the White House proposed some limited chances to ^be 
wiretap end electronic privacy laws that world 

government int^ceofcin^ « ^ * LiT e ^ raise standards for 

^ . Separately , several lawmakers int roduced 

et T* oyers to ^^ify employees about how e-4ail 
In.e^e*. use «, t a pnone cans are monitored. Employees of The %w 
Company are already notified ^ u \ ine -tmes 

. i ** ■> Uidi. i,ne company reserves t he r-irthh 

mail raess&aes while invest icati-u-v *> v l - ignt lo * e\ i ew **- 

v s ■ — * a ^Ox«pj,3int t Last veax* tne coros’iv ^■s (im* <? ^ 

^ employees — most based at a reaional X*%7Z- company • dismiss eo. 

offensive e-mail messages. ‘ ^ A ^w.uess otfice — for sending 

Xn absence of more stringent controls, law erifovcesnen* 

£0 conduct wholesale monitoring of digital written 

& us ?l c f rf ‘tww* « 

> 7 , ' * * v * ■* scan, r6»u and recorc mill ion?? n* o^at A f „ 

“ aii on the network of an Internet service provider. Until mw hh vTL % 
power and its potential for abuse were not so readily available. " * : 

Current wiretapping laws -were not drafted with thi ® . . « , 

need to be updated. Various tt , w ' * ^ ^ ' k teCx^o^ogy ^.n i»ind and 

secret interception of domes^f co^uni^^L- t fe F ent 1 ^ al standards for the 
depend* no on W ww * v . c^-*ntumcatxO.^& by iaw enforcement agencies, 

depending on whether the communication is by telephone, e-mail or cable Modern. 

Its plan would bring the standards ufed for to terceptina Tm i eS ' 

^tercent^n' T™ p *f 8ct * v ® ievel *»* «PPHed to telephone wireSs^rllLa? 
case nofi??H resulc *« suppression of the evidence is tb! 

^r^tS^^l^SdSdf?!. 0 ? Ph T CaU t The proposal would also tK 
r zi^ff tnv Same .egai stanoards chat, apply to phone calls for interceoMon nf 

Protection bdb Cab t e ^T 3 ' which ^ a greater degree of privacy P 1 

protection under a law that governs cable systems, 1 * 

administration is also calling for greater authority for court* *•<> 

onncomiL^n^ooLr^?^ 8 ‘ C a ?** de ^ ces that recor/the phone numbers 
mil messages S ^ CaliS aRd tD track the ana destinations of V 

These changes are clearly needed. But Conaress also needs to nm,.; 
safeguards aoainst the goverreoent < a wr<-.«vrf.-l "»oo S ° r * eecis to Provide nev; 
s'wl-j i j »« . , r ^vbuubw s wrongful use of ever more cower ful 

surveillance technology against law-abiding citizens , 

been »Knnt- t y witxzens, serious concerns have 

sed about Carnivore, the new online wiretap system used by the F.B.I. 


7>od. 


S/24^2^toise - 


m 




i \ 


to track the communications of individuals suspected of criminal activity. 

inv2t ioati on ^ 2® teC ! moiog ^ ca 5? iBDlate the e-mail of the target of an 

2^ice 9 p2videf aivL S Srm'« W T en h ?°^ F t0 the network o£ Internet 
i v ,, provider* gives the F.B.I, unlimited access to the e-ma' 1 a f * , n 

subscribers on the network. While a court order is still required to in2™* 

° £ .messages, the secret technology controlled exclusively by la^'’ 
enforcement raises fears of improper monitoring. ' Dy ia * 

£ oat£ne government surveillance of private conversations was 
feasfble^to eateL^ aC ? 1C f i?: ^ a ?, by le ^ al constraints. Now that it is 
be 2renotLnS rf eIectro “ call y °n an unlimited scale, the laws have to 

because technology °* ^ CO “ icStions ™ iy 

http : //mm . nytimes , com 
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introduces bill to update wiretap law=: 

BsLXKc; CHARLES T. CANADY , REPRESENTATIVE , HOUSE 

BODY; For immediate Release Julv 2? 2 eon „ 

Update Wiretap laws E-Mails r . ep * canaay produces Bill to 

Covered WASHINGTON, D. C. ~ R«o *; oirs!M mirations Would Be 

House Judiciary Subcommittee* on '►he Const ' Cha , irman °f the 

Electronic Communications Privacy tcfo" "h. k ^ introduced the 
federal wiretap laws to cover e-mail and stc^d'electronic the 

we t l as provioe special requirements for < 30 e ®, tlORS ' ** 
addresses. Canadv is .Trv>n»a k„ J '-? ovein "' cn . t tx«cing of e-mail 


rights of Americans.* Earlier *1** protect the privacy 

Subcommittee hearing on Fourth ? ep ‘ t “ cn ady cnaired a Constitution 

■IT program. The FBI^esi^S r * iSe ? b ? the FBI ‘ S ’Carnivore 

collect communications that arTthe sub^ect'tf ilv^ui inte £cept and 

14th hearing featured witnesses f™ C,*, J ‘ dv *- Ul c ?«?t orders. The duly 

organizations, privacy organizations and hpre^e^a Jvee^* rrbsrty 
r~S^o^ !“- Y The Electronic Co™icaSoni PriCa^ Act o TIT4\ 

^Cvions. The first section abends the cv!i * ot 2000 has 

also exclude from use as evidence in * ° X exclusionary rule" to 

commur * ca M nn <14 „ n ^ , ‘ ^ iy 4. nterceprea K electronic 

^w^ca^vns <*nd illegally obtained "stored . 

®^ £eq eieectorue communications . * 

i he ho. 11 simply adds electronic comrnm's s «*■ -i .-*%* ^ ^ * 

cove ™ 1 r“ ic ^ tioRS ' The second section of ’ the Mll^Sw^theT ^ 3 ' 1 r ® 
government to produce annual reports recardinc i?„ fcl ?« federal 

?den*7^L° f >’ t0red communicI?ioL!« Thifr^L^s the 

..den-rea-i disclosure requirements the. L_~ s ^rtaany 


vuau, it a pen register or ^ . 7 

Sat^ecfis^a 2?isssi r 

been, is being, or will be\oj®dtted, ‘S^SfoLat^on*’ ®>S at t a v ri *t *** 
such installation and use fof a r.o„ „ ormat^on x~kely to be obtained by 

relevant to an investiStiin C I that er me^ rLT^f <***» is 

legislation (Tpagea) please call MicheUe ^noS at )&%-?? ’* 
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HBADLXffE; Gobbling 1 G-Jfton 


It s iror.u Chat the company the Justice Department Wn t-w „„ , , 

up is crumhl ina cookies wh * 1 ^ ^v>^ «Atro^*A V < ax cm r nc wor ked so hard to oreak 

government is eating raw meat. 

Cookies, as ra&ny computer users know are fcnf-e: nf *, - .. 

keep track of visitors, rn addition to inn^r«^®f code that help Web sites 

exploited by hucksters to learn consumers - interest s' andtabit^^ti^t v 
knowledge. They're an immeasurable source ofpSoSi ^inforStion *** 

So, it was welcome news recently when 
software to allow the individual user to block ®^PS* nced new 

little tastes of their private lives. c AOm or ai - ° u th ®«« tempting 


IS month? ff w f ab ? ut the same time was the FBI’s revelation that- fo- t-h* 
j. 8 months has »een using a comouter nrn™i „ : , , ... . tnai, i.o^ t.»e past 

installed on the network of ar ria^n a t P i vr ^ cai1 ®^ Carnivore, which when 

messages. The potential for mischief ~ak!s' ^cookfe? a ?r>?^-? iIIi ° nS >. <?f ®~' Eiiail 
Grandma’s oven, * coox^e» seem like something from 

cousin to wiretapping is necessary, the FRt sav- t r 
arug dealer a and other criminals. 

ihc question is, how do we make ^ ^ , 

cybercorrespondence from actual or probable crook^a-d thjrou * h 
innocent citizens, members of unpopular o^'m < *' h ® e 7* llea oi 

in power? ^ . gr^ ups or j^o^ticax enemies of someone 


missing fund-raising “pSS^ ^ 

A major sticking point is the decree of « av t-hat _ v . . , 

standing m for their customers, would have Cllar^ providers, 

monitor e-mail traffic, with court Permission ™ if 4 ? Bx ” oa f d P? efer to 

filtration. Privacy otouds , ** , * i^s own terms with its own 

feds obtain ~ sroup» <*j.a &onve or the providers suggest instead that- *-h» 

J.ea„ ®.ain « court order a ski no the cotsoan « e-s =--,^7 iT 1? u * at aie 
case-by-cas© basis. *" * vn " e ^ jL01 specific material on a 

hobbiriL*SSr«i“;y“y^“| S«S“r t h?°reShSJiiy™f^” e '~“i a “ oc 

3l?1Sr^23S. < S2S i "““ “« « *SF!2£g, m S?£Z SLX, 

Reprinted from the Indianapolis star. 
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HEADLINE? Barr Introduces Legislation To Kill Carnivore 
BYLINE: David McGuire; News bytes 
DATELINE: WASHINGTON, D.C., 0.S.A. 

BODY: 

??? inS t 2 P ? rman ? nt:i y P yl1 the plug on the FBI's controversial e-msiT 

devroe, Carnivore, Rep. Bob Barr, R-Ga . , on Thursdav 'introtod 
legislation that would curtail Isw ^ ^ 

of Internet users. ^to.cers rights to monitor the activity 

.. promised earlier this week, Barr introduced the Digital Privacy Act 

?ech?o>oo^f 3 updates federal wiretapping laws to "bring them in line with 
technological . oevelopnents such as the Internet, wireless phones a£T 
electronic mail# " Barr's otfice said in a statement today, 

W»«. legislation would prevent the FBI and other law enforce-* 
™ , v f 58 * . *»<^iduals « computer files unless "factual evidence & 

reasonably indicates that a crime has been, is being or will be co^itted. " 

f „_ electronic evidence illegally obtained by law enforcers -would be barred 
troa use in court under the legislation, 0!iata 

wM S rr w® i ^ isXa .h c !?. is v t . h ® , i ® tesc ar 4 ® ost tangible attack on Carnivore, 
public earlier R this V month!° aa " * 88<3 criCiCiS ® SXRC « news of iCs us « was made 

Designed to attach directly to an Internet service provider's internal 
£® rRXVRr « 33 capable of sifting through vast quantities of e-mail 
messages to Una u>iose that meet investigative sr?er{ floats ons of - rot'rf 
order. Messages that don't meet the specific parametex4 of a oiven ™ 
order - according to the FBI - are never read S lL 

that th ® F F iS si£tin S through millions of innocent 
the devicet^onservative^an^iiberals^aTike^av^decried SfiSFZiS 
;Stectef;rfi™rUtr: ^ *** teChnolo9y violates constitutionally- 

Bair s l€0i$lstion/ til© PBX would rot* v 

»«»“!>*= of InMct «1.» » SSShrf SiS»l“vSic« ah the 

v „„ 0 !C^ Of ^ CainXv ?f e>S ^f°? t ar<5ent Congressional opponents, Barr on Thursday 
* &a o-»e o-. more --ban *5 lawmakers who signed a letter to Attorney General * 
Janet. Reno demand inn' & ► wn6ra.i 


Janet Reno demanding ZCZ ZZ" Z Attorney General 

; anec x.eno aemaudxng ^hat tne FB^. shelve the device until the 

issues surrounding its use are resolved. ' ' ^ Of * & «tuv,ionaj 

«n r^L5 be Up f° a 5 Carnivore has created, and the potential impact repo-tn 
on carnivore coulo have on consumer confidence in the Internet we urap" v -*n 
to suspeno any activity involving the development or use of Carnivore until 

2lSSS^SS!* ey ““** UTOlwa fc * Ve b *“ answered,- S 

leaf «i ^ h f r ‘ s!:rin9ir13 unchecked e-mail surveillance, Barr's 
egxslation would also prevent law enforcers from tracking the movements of 
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cell phone users without first obtaining a court order. 
Reported by Newsby tes . com, http: /7www.nawsbytes , corn . 

16 ' 49 CST Reposted 16 ; 52 CST 
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SECTION: MENS; 

Pg. A?; 

NATIONAL BRIEFS 
LENGTH: 132 words 

headline: Reno won't suspend 'Carnivore* just yet 

BYLINE ; From Wire Reports 
BODY ; 

she l wilflorsuSnendY h f ^;? ey ***** *«no said Thursday 

people’s e-mail while V 'the r ia':%ofoic^e^°^M^ ni ^ 0rinG ° f some 
at the Justice Department “ S S ^ / ^? ra " 18 under review 
use i*-. a, rfm mT„ -* ? nxriK Lhat {FBI > agents can still 

r • < ? ur : n ? <- h ® review or the FBI's new "Carnivore-’ We » 

Reno said at her weekly news briefing. -=rs.e I1!( 

Reno said it is TV ~ v . 

process and address the' issues ra rd-- 1 Sf 1 * 1 ” the 

experts and others.” she said she ' h^e * ve V ?ft * , Privacy 

•" ri : *>cv©^ we will foe able to 

“ CjaiwSS " h *»* issues in a thoughtful way and resolve them." 

Reno > s comments came amid a hyi^a , * 

harden on ffeder-i i H v ^ 4jt co increase the 

^ * enforcement agencies to justify 

and other communications * " 4 -^ -o^iruj. 
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HEADLINE: PRIVACY; Barr To Introduce Digital Privacy Act 

BYLINE: Drew Clark 

BODY.* 



One provision of the legislation that is similar to * 
proposal by Sen. Patrick Leahy, B-VT, would give indues" 
orscretron over whether or not to authorize wiretaps?' 

Currently, 

3 udges must approve such reouests so i ~ > * 

officer swears that it "i« releva®r V W enrorC8rr>ent 

* 5 *•«*«= 'ant to an ongoing investigation. 

Another provision of the bill would overrule a 

last year by federal Communicaf i ons 
commission and would stop the government from tracking the 

£t*e X Houtl rtr--?'“ ne ?*® r ? without a court order . “As 'the 
'*° Ub « reentry acknowledged, our wiretapping laws have 
« Sr ^ h i nd Che technological explosion of the past 

^ a . £ ? n8er CIA 89ent and f «*«ral prosecutor. 

Priv * c * hct corrects some of the most glarino 
coi.t,rad).Cvions ano loopholes in current ]aw. 

As systems from NSA‘s Echelon spy project to FBI'-' 

sv»-veT?f?r>^ Ve p f ove ”' technological advances make large-scale 
Sw^vei fiance easier tmm ever before. It is vital a 

our civil liberties by making certain the"Lw t|Tewn‘ 
8arr S slid inS F ° UrCb AJRendsnent Protections from being eroded,* 
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HEADLINE: BARR BILL UPDATES WIRETAP LAWS 
BYLINE: BOB BARR , REPRESENTATIVE , SENATE 

S^~s»f53g r* 

tS;S IS o? So h « r s *“«**‘«* «*;' Wt ,i 

privacy ptoMctioi»'«a trlS JhS'fn ?fff“ t” SKS, T,“ f*“'* 

oucb m th. lPMcr.cc, wireleL phone., Sa eui‘c«lfe Sil?“ <Jdvelow ““' 

enforcement to reoort on its inter c «LlL ? tauie& i«Wiring raw 
addition to «-h* ^ . n w,'',^ j-ritv.wpy t on vt electronic communications, in 
, cl or. co v.ie te-tapnone wiretap reports already y ecnb red > 
electronic evidence in court -if U i I. ^kp... • I * tq , I e 3j - oc " the use of 
government access to thelderPrieTof liJ - e 9 aj - A Y- > Stop unchecked 

reasonable evidence a crime has”b*l~ coaw^^ed^ ^>** s there is 

tracking the location of celV ts^T , &top the government from 

probable cause « As the Sus* ordei ‘ baseq 

laws have fall en far behind the °^ r wir ®tapping 

For example, under current law, e-ma^s *eceW !e*s ?eeoi uhepa ®*- dsc « d «- 
both traditional -Z* “ yce " ve less legal protection than 

rs : raoii case* telephone conversations * ^ KJTV u„ 

Digital Privacy Act corrects scjm* of the \ - B x ' 7he 

loooholM in h or ii3 ° st glaring eon tracuet ions and 

cS?SS IL4 railA - w ct? yst "f h°“ "“•* ProJ * ct »*oi« to fbim 

p.A.rito u°ssi jfssLr* t?' 3 " .*«•}• 

making certain the iawVh»fces *e i ..,,.! 1 ~a_d out csaix liberties by 

protections from being eroded »« , !h ^ E l^T I” 1 r * 9 Pourth ^^ament 
T nr^f*i r'vs^ ■ *. , “ cieci/ 8a ^ * continued , Barr , a Mesaber o f tha 

uJdic^aiy Com^uttee, has served with both n,wn r a wo ^*. ~ HOwse 

Central Intelligence Agency, 1 u^pa roaent o*. uusuice ana the 
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LENGTH: 867 words 

HEADLINE: Soaring online warrants worry privacy advocates 
BVLINE: By Will Rodger, USA Today, com. 


”P toer of search warrants seeking citizens' online data has soared 
during the past few years, a USA Today.com study shows, ' soared 

nation' fw an «»»ination of search warrants served on the 

& ^argest Internet service orovi der Mori, — . 
surprise to federal lackers mid cl^I ^ as . a 

for legal reforms'. * ^ ns ana are prompting calls 

800 percent jump 

Tne warrants , served hv starp i,v^i 4 
nation . * , u ~oc<ui. investigators troxa across the 

su^rrih^^ discovering the identity and activities of A0L 

eou-t S A0L J** served with 33 search warrants, according to 

167‘inhfo8 W «Rd ' * 5^4 %' ■ Wh * re A0 ^ is based - That number jumoed to 

throuS'julJ^liSriogJ show! lovas£i » ato « had warrants on AOL 

examine legal standards applied’^ LteJn^ invesV iaatiS^V S&1 °- Y wiU 

House Majority Leader Dick Armey Cm™ 4Vd ®o? atlons l At * 

whan sn /t A . *vk*ittsy, k iexas, said police need to tell Conar*»<s^ 

w t ,en , why and how they perform electronic searches. ^ u - rLS!3 

a 1 1 4 44 & 4 4 kuhw 5 ? because they believe that electronic surveillance o* 

4 3hly yo ’:f erf '4 tool that, if not tightly controlled 4el44 
*'** es against unreasonable police searches. ^ v-oiat.es 

*SJe do have reports on wiretaps, 1 Armev said *ww «w».i , 

S^'iSS.’’" th * *• 1, ™ SoSihoSKi™ * 

w*“i' tMB S S' 1 ;Lot”tS pbi ■ rs c ”a t “^? ‘amSKV 

device. Some say the FBI mav be inte-'-ceo^ina *<-n n ™,i I te ‘ n ^ w-r* tapping 

”*» -«*»“ «ui i» t™J t “SoS"" 1 ““ n “ tties “ 

»itr?hriSi^™rS^“l,S;h“K l f. ot£lcla ?, w ««'> i »9'<>B «M> itself 
icnorina anwhar 016 s . reax " tlroe interception, it is 

orot^tf aft 44 e |4 geS haVe ^en delivered hae'oS? a fraction of [4 “ 
protections afforded an ordinary telephone call or e-mail still in transit. 

Searches for online data typicsllv involve . ~ ,, + . 

and child pornography to violent crime and fraud 8 5 '" T<m harassn * nt 
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wmil Chief Of staff John Podesta has pledged the 
would move soon to protect electronic data. 


aomnxstr&tion 


extent to which our electronic cor^soondene*' d ' considering the 

f nd . information, shouldn't" !hW coLt? af ^ 

Justice) Louis Brandeis foreshadniWf „„„ oup. erne Court 

and effects mentioned in the Pourth^endment?* ** ***** ** th ® P&pers 

FBI downplays concerns 

. B /otte”oSgi JSo^rigJ^S'cSfrS Jui T”*” ““ f°” d 

call. confidential as a personal telephone 

K f? i? id “* »« 

sSaj^rss. «••*«. '««* »» sg e gii‘gjri e h» 1 ,fi?g d r“sg 

search wanant. ’What about records of mv tr«i*nrH». l S3I ® iS 

•I can gu that with a subpoena (ran, gi.nd ° ba, “' *’<’ “*«• 

l«fSor^S^.f^ I ° 0 k 5 W *?.«" ’**» W «•». !'■« insran™ t N 

subscriber identity ‘^ teQ ^formation from AOL, such as 

* UKkiwA -^ oxi^^ng cats and payment history. 



To comply with the more extensive orders, cherts *» v i«r . , 

a great deal , ' "' vrs **“> * mus t hand over 

They can get all information * MarV £ ._ 

prosecutor and vice president for cvber law a^?ob«l 

get your credit card data and eveVn ; nh, v f „ric 4 Inv.egtity. They can 
a record of what times you dialed' Ln where vou th them. They can get 

were online, what activities vou were enoaoed !w ZtJ Z< ^‘ flow i0ng you 
what chat sessions you were in and what ySu Sil'there • ® iC * S y ° U visited ' 

onlSe^ut llfvarrSaUy ^ erythin « their «"***»«» do 

roay keep e-mail for two years or mo 4 ' policies. Some ISPs 

weeks . And that will aff^t auth^ities- ? £ter a few 

criminal investigations. ” to get wnafc they want in 

For instance, he said, companies that host Web sites n f‘im « 

the numeric Internet addressed that hhiw c f oUen keep records of 

vicitnr's tod „ , , cn at hit i-heir sites for veers, vet onlv th » 

wsitor s ISP can disclose which subscriber is behind that number 

America Online spokesman Nicholas Graham said the cormanv ha a „ 

on law enforcement’s growing interest in subscriber records. comment 

LOAD-DATE: July 31 , 2000 
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LENGTH; 560 words 


HEADLINE; Wiretapping in Cyberspace 
BYLINE; New York Times Service 
BODY; 

Millions of people now log on to the Interne*- as naniraiiv ^ r „ 

yp t phone - technology has cS', revolution i r i ly 
CQiuiuuni . ca t ions but techno! ooy is • 1 1 * ** P^*»onal 

even employers to monitor ■ i It' ~ 1 w P° s ^ible for government and 

i ^ z 1 , w °«a^oi private conversations as never before 

era laws must be updated to address these new challenges to privacj 

wireta? 5 id W SLSon*fn^^f e ’ P ^?^ sotse Umifced changas to theU.S. 

goverm8nt a intercention* > o* V e-ni'><* WS e-^ t -If 0 ?^ < ^ rais * Ie3al standards for 
legislation *-#> *" - ~ " !kl J ' A ' ^e^aratexy, several lawmakersintroduced 

use and "phone^calls are*^nitoredf ° ” 0tify “« >loyees ^outhow e-mail /'internet 
res«^s°th?ri^ht h to K ^y«w- 3 anVo-s-^ e * lp f® d Y aot ified that the company 

55 * « 2 &SLS 1, 1 

Du;? 4. ness oil ice — „ au “ #,egj,onai 

xU ‘ oi. tensive e-mail mesa ages , 

«a*3 ??"“ 2oiSi“£S£rtS^;«S 

provider. Until now this k<nd r>* tl rr* - . 0i . aa Internet service 

readily available *' vw ^ p- ^ « >±Q- x t. s potential for abuse were not so 

mind C and e need'fo ~ A *f were not drafted with this technology in 

standards' for the secret erew^on^f S€t different M ' 

enforcement agencies deoeodf™ ™ £ ?£ d ™ txc communications by law 
e-mail or cabff^dm. I^ CUnton communication is by telephone, 

these inconsistencies ti-c ^ SC f 5 n xs Proposing to eliminate 

] n t or r enr < mT« 7 1 L Px0n would bring the standards used for 

^icercepuxng e-mail messages uo to th& 7 f 

applied to telephone wiretaps ' il?ecrai / r ° : ^vel now 

suppression of the evidence as if the list w ^h° i T ^ 1 ■' woald resuit ia 
phone calls. ' s n case *' ov * With illegal interception of 

review 6 ] is Aiso call ing£or greater authority for court* to 
review law enforcement requests to use device rha? uouics to 

of incoming and outgoing rails and to track- rt c ;!■ ^eeoia the phone numbers 
mail messages . trac * the ori 9ms and destinations of e- 

These changes are clearly needed. Hut Congress also need** — - 

safeguards against the government ‘ s wrongful use of ever more oowe^fot^ nSW 
surveillance technology against law-abiding citLens P ° Wer - fuI u 

been raised about Carnivore the c ; cl J ens * Se^rous concerns have 

track the communications of ' individuals suspecte^of^rimT T* ^ ? h * m to 
system, when hooked up to the network of "»-££*?«► of cnminal activity. The 
the prt k . e network of the Internet service provider nivor 

the FBI unlimited access to the e-mail of all subscribers ™X ! ► '^ 9 

While a court order is sHii ™,i„j *.« • t auoscrioers on the network, 
the e;f=*r-v-Af' t- rorrv.i-i.'s i ~ ko intercept the content of messages 

the secret technology controlled exclusively by law enforcement raises 
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Record,, U*S- House of Representatives* the Committee on the Judiciary* 

Dire^S^Sm^^* 0 "’ 07/2</280 °* Oratory Division Assistant 

n ? tW0lte are routine^ used in the commission of serious 
criminal activities, including espionage. Oiganized crime groups and dreg trafficking 

orgamzatfons rely heavily upon telecommunications to plan and execute their criminal 
activities. 

a S®f 5Cies t0 condurs lawful electronic surveillance of the 
communications _of its criminal subjects represents one of the most important capabilities 

StS U to Seri °u U i,^ rnin81 beh3vi0f - Uniike evince thaUan be 

^ ^ 0f i . r !? pe3Che<3 *kw#*» allegations of misunderstanding or 
f !Csufve f ^ ce evidence provides jurors an opportunity to determine factual 
issues btsod upon e defendant $ own words. 

fwtLlli*! 11 * 1 p S- i03t ^ for itlteree P a ° ft <wp*B the authorization of a high-level 

SSSSrS£- the I ocs! Uni5ed mm$ Attorneys offices can 

bffi StSS^ SS2S? °^iS mU u te fm ^ fedeta! «»* Judges or 

0f ^Pe^Jwadidwn. Hence, unlike typical search warrants, 

!^ ra eS &W °A suyi0iri2e<i f0 approve such applications and orders. Further 
interception of communications is limited to certain specified federal felony offenses. 

for electronic surveillance must demonstrate probable cause and state with 

fcSS^ SJSSteSJSJJSf °^ ns t {s) **' m th* telecommunications 

v * hM ? tim ***** communications are to be intercepted, a 
description of the types of conversations to be intercepted, and the identities of the 
pe^rns commlffing the offenses that are anticipated to be irrtS3.1hS.Snaf 
electronic surveillance jaws focus on gathering hard evidence — not intelligence. 

4 ^ d ‘ C f f tft3{ . 0the / normal investigative techniques wiil not work or are 
too dangerous, and must include information concerning any prior electronic surveillance 
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SSSRgSJS SfctSf t m oi3t3ined - ***•# m?y (and 

S*m£i£I! 3^ t0 the 501111 Really every 7-10 days) advising it of 

interception effort. This dreumstanoe thus assures close and onootna 
e ^r ni ^ survelfence by United States Attorney’s office handling fire 

traSnai tS^SSSSS^ ** ^ *■""* te 0toinesi *"•+ ** er 

!•) m^enf yearn, the FBI has encountered an increasing number of criminal irtvestiaatian<s 
coTOnrei^B^ffh^wf «3|foe Internet to communicate with each other or to* 
»SSS 2 ,c8mS ’ Because many internet Service Providers (ISP) lacked 
the ability to discriminate communications to identify « particular subject’s mesigesto 
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while providing t0 tewfuf!jr ob,ain important Information 



5/24/02 Release * Page 82 




OO 


F.04/0 


w 


|»j^m 


♦ milMi 




I . ., I . . Wi : Jjj 

! $hows 

"*£’ m Jt f %2*£P 3nacce5S P° mt that «««Wn» a« traffic from the suspect flamed in the court 
: &rtfer, with as fittfe other traffic as possible, in some cases, the ISP is abie to provide the PBS with an 
access point that contains only the suspect's traffic. previse me r-ssi won an 

3 ^ mmerc i a! |y avaiiabie oneway tapping device at the ISP’s access point This i 

4o P oSSfSm«v^?rf ^ ° fa dat \ at ^ e3ccess ^ nt The tep also provides electricaTisoiation 
to pro vent Carnivore from having any fend of tmpad on the ISP's network. 

rrt^J!f* w ^- tf ?« lc ^ en ^ 0WS ,nt0 Election system where it is compared against a 

rasse* *hlf«h r iil h rtt frfter °, n!y 935883 authortzed fof capture by the court order. Traffic that | 

^Stored to^^anent^?a e l° n t0 be to P em,an * nt media. No other data is ; 

rne fihere * med,a ’ nof 15 m Y information recorded about traffic that does not match 

: t0 £, 8i 0838 8981115 ** a!so made avaiiabie to the defense attorneys during 

?~S* a ‘ w * on » af i stored to permanent media is sealed by the court that 
imtependeiffiy ai^md 0 respQnse t0 8 ct,a!ien 9«- * i^se can order the data to be unseated and 


Carnivora 


Programs and ioitiatfoes 


FBI Home P ag 


5/24/02 Release - Page 


TOTAL f\04 



















m 


developing internet^interc^pt f ? r reactivel V 

capabilities to process thi LlSeJ ?b» Sub the 

this interim contract will iecluSi tL lS?io2Sq- 1 ) ?l5"8oiS 
oevelop, neats, and 2) COMnunication protocol dSSiopLSS V«f 


%>»* 


imxtea to 


ows tall system configuration 


amount not to e x c e e 


BX n 




above would liketfrequS? t^ba^^V^ 33 SS described 
;® r a ;5 q ?*fr>D . the Eri 9*neering Contrae 
ipteand initiate an interim contract to h 
I and issue a purchase order for: 
for the tasking as described 
I eoordl na ted w 1 t h 


* 








S/24/02 Release - Page $: 































To: 


Re: 




LEAD (s) : 

Set Lead 1: 

FI NANCE 


for, 

ORAGONE?, an5 


Set Lead 2 : 


ELMMMl 

// 

Efa .4Lt/t Ti e c R U i n 1 1 late 
in support of the 
programs 



LABORATORY 


A T WASHXNGT 0 N , p Q 

(V) For information only 

Set Lead 3 : 


NATIONAL SSCORTTV 

AT WASHINGTON, nr 

1°) For information only. 


M 



5 


5/24/02 Rcfeas* 















Finance From 


03/15/2000 


m2 ORa^jONET is the program responsible for react ivelv 
developing Internet intercept capabilities and developing the 
capabilities to process the collected data; The sub tasking in 
tnis interim contract will include the following: 1} CARNIVORE 
developments, and 2} Communication protocol developments . 


ne data 


at allows lull system "con f i gu rat i oh , 

Requisition number 858 0.11 is available for th 
grocurement action and fundina is available 


amoun 




■ * 3 * 


I number JVYCRP. ECE116" f 


above wool 


t (£CO 












ratory 

03/15/2000 


hf 


LEAD (s) : 

Set Lead 1 ; 

finance 

& L.WA$HINGTOM r nc 


DRAG ONE? , -and 

Set Lead 2: 



y e initiate an^ interim eonti 

■i support of the 

rograms . 



u 


5 ) 


LABOFATnny 

£I _$ASHXNGTON, nr 

(Oj For information only. 


Set Lead 3* 


NATIONAL SFfnstmy 

AT WASHINGTON. DC 

(D) For information only 





5/24/82 Release - Page 835 




0PCA-2S {12-3-96) 


FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 


XXXXXX 

xxxxxx 

XXXXXX 


opto .Ito'too”"' 1 ' * “* to Sk - °“ « ”»* « «• following mcmern. wtare into, * 

O Mnoas were malt pursnani to the exemptions indkated below with no stgreeabie material available for 
release to you. 



Section 552 


Section 552a 

o (b)(1) 


□ (b)(7)(A) 

a (d)(5) 

□ (b)(2) 


□ (b)(7)(B) 

a fj)(2) 

□ (b)(3) 


D (b)(7)(C) 

□ (k)(!) 



□ (b)(7){D> 

n 




- YV\*7 



□ (b)(7)(E) 








□ (b)(7)(F) 





wW 

□ (b)(4) 


□ (b)(8) 

a (h)(5) 

O (b)(5) 


□ (b)(9) 

O (fc)(6) 

a (b)(6) 



O (h)(7) 


□ Information pertained only to a third party with no reference to the subject of your request or the subject of y for 

request is listed in the title only. J > 

□ Documents originated with another Government agency(ies). These documents were referred to that aeencvft s) 

tor review and direct response to you. K w 

— _ Pages contain information furnished by another Government agency(ies). You will be advised by the FBI as! 
to the reieasabtmy of this information following our consultation with the other agency(ies). 

Psge(s) withheld inasmuch as a final release determination has not been made. You will be advised as to tht 

disposition at a later date. 

.. — Pages were not considered for release as they are duplicative of 

^ Page(s) withheld for the following reasonfs): £¥'6 / ^@ 0 y/~i>£7> ylS 

aW 


t 1*13 


yC The following number js to be used for reference regarding these pages- 
$T/iT£#evr ad £j/s£k 

? x D x “<r x x x 

\ f V \o> *: n..„ v 



XXXXXX 

XXXXXX 

xxxxxx 


X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXX 




















SE^S^T 

T° : Fina nce From: Labo r a tory 

Re: p(> 03/24/2000 


(U) Task 1.0 DRAGONET Program Funding - 


PH# 




1SI 


L..nas an„„immediate need foj 


5> 

PROCUREMENT: 

the ornrinrt-^n 


The... con tractor 
the production of; 


(O) Task '2.0 DRAGONET Program - ??? 


{0} Task 3.0 Threat Analysis Program 


cost estimate for 

5) 


^ . ,, < U) The contractor shall provide software upgrade 

Th software maintenance for the Technical 
i hi. eat Analysis database and the Special Projects database 
contractor shall suprdv a software swinssr 3 d ,t e r ‘he 

minimum i* TO i J ~r ' * * OItware engineer, wxtn an anticipated 
levei of EL--, to support this effort at a rate of twen*v 
five {25} hours per month. twt.m.y 

<U) LOCATION OF WORK 

Research ri-iK-v /pS-? s P a fe limitations in the Engineering 
ea "" n iEhr}, it will not be possible to perform ^11 

services at the ERF' s facility. Accordingly, the Contactor 
X COnduct operations in an eiternal 'location 

externaf ?!"???• FB . T r ?® erves the right to approve any such 
external facilities snouid a contingency arise. 


IX, (U) GOVERNMENT FURNISHED EQUIPMENT 

documentation and rrp 1 furi ? lsh hardware, applicable 

identf??^ k» 1 d additional GFE requirements that should be 
identified by the contractor m hxs proposals. 


{ U } PROGRAM MANAGEMENT 


S/24/02 Release - Page 


secJ&t ^ 

Jy^nc^^Fron^^Laboratory 
Re: X fHH||||^IM|f 03/24/2000 

xs> 

W T° provide managerial and administrative support 
for the FBI’s programs. Scheduling, task assignments and budgets 
Sdt n . < ? enerated - Monthly status reports and other relevant 

(P|40) documentation shall be 

Representative (COTR) at required intervals, ^ Thes^reports^are 0 ^ 
to include monthly progress during the previous period and 
expected progress for the following monthly period. Budgeting 
£o? tl0n ' incI , u f in< 3 expenditures to date is to be provided to 
the FBI on a monthly basis. As part of the contractors oroaram 
management, responsibilities, the contractor shall inform" the 
FB_ s Contracting Officer {CO} and Contracting Officer’s 
technical Representative {COTR} , in writing, when any of the 
tasks reach a seventy percent (70 % 5 spending level. The 
contractor shall also provide a cost analysis of the remainina 
^ ^ ^ ° n u . ^ , 1 e c * u t e ^ $ r > t s t na t s h o vr t h e r e ma i n i n g f u n d s are 

su^ricient or insufficient for completing the task* 


smgET 


5/24/05 Release #57 



i 


To: Finance From: 


SEC^T 

jratory 

03/24/2000 


LEAD (s) : 

Set Lead 1: 


FINANCE 


AT WASHINGTON . DC 

+.U-, xrv {U) That the ECU increase the funding for 

^%ni^^°IPi®| COnt:raCt by 51 ' 045 ' 000 for fiscal year 2000, 
~n support o^tn^uragonet and Technical Threat Analv^s 
programs 


Set Lead 2: 


laboratory 


AT WASHINGTON. hC 


(0) For in formatii 


only. 


Set Lead 3: 


NATIONAL SECURITY 


AT WASHINGTON. DC 

<U) For information on.lv. 


SEQfET 


S/24/02 Release - Page 8S8 





OPCA'29 (i2-3-%) 


VVWf \ - .1 

v ., . ‘ XXXXXX 

xxxxxx 

FEDERAL BUREAU OF INVESTIGATION XXXXXX 

FOIPA 

DELETED PAGE INFORMATION SHEET 

— SSiSt^ “ thiS “ * * Sle ‘ ° ne ° r ni0re ° f lhc *°* !ow * tt § statements, where indie, 

° refe^rLyou *"** PU ”‘“" t ^ CXCmpitons ilidkated below »** ™ segregate material available for 


Section 552 



Section 5S2a 

□ (b)(1) 


o (b)(7)(A) 

a (d)(5) 

O (b)(2) 


□ (b)(7)(B) 

□ (f)(2) 

n (b)(3) 


□ (b)(7)(C) 

a (k)(i) 

-- ..... 

— - 

□ (b)(7)(D) 

a (k}(2) 

— - 

— 

□ (b)(7)(E) 

a (k)(3) 




□ (b)(7)(F) 

□ (k){4) 

o (b)(4) 


□ (b)(8) 

O (k)(S) 

a (b)(5) 


O (b)(9) 

O (k)(6) 

a (b)(6) 



□ 00(7) 


request is listed in the title only. ' ’ ^ w 01 > mr ***« or ** ***** *J 

□ Documents originated with another Government agency (ies). These documents were referred to that ageneyfi 
for review and thrtci response to you, 

Pages comam information furnished by another Government agency(ies). You will be advised by the FBI as 

to toe releasabilny of tins information following our consultation with the other agency(ies). 

— *? ge(s ? Wlthheld inas ™ ch ** a fma! rekase determination has not been made. You will be advised as to tht 

disposition at a later date. 

— Pages were not considered for release as they are duplicative of 

- Page(s) withheld for the Mowing masoji(s}: 'Td 

~ — ASL.^2Ml l cr ~ " 

Thefoli owing number isto be used for reference regarding these pages: 

— — or 7)rh r ^i> J2^ Jtd 


^ ^ 0 xxxxxxxxxxxxxxxx 

Y. X Deleted Pfl£r/»teV v 



XXXXXX 

xxxxxx 

xxxxxx 


X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
XXXXXXXXXXXXXXXX 





<pv . 





v/ 

SECJ^T 

STATEMENT OF WORK 






K’.U 
Kt?*fc 


Vl'JUUHilHf 


(U) STATEMENT OF WORK 
FOR FY 2000 


(ADDITIONAL TASKING) 




DRAGONET 

THREAT ANALYSIS PROGRAM 


June l f 2000 


MAR 20 ZUSt 1 A^t3*?4,7Y 
CLASSIFIED BY : j 

REASON* 15 (eO 
DECLASSIFY ON; X ±JS \ 





Page 1 

5/24/02 Release - Pag$l?9 

Doe. **6C 




SE^T 


STATEMENT OF WORK 


STATEMENT OF WORK 


TABLE OF CONTENTS 


SECTION 


TITLE 


(0) INTRODUCTION . 


<H> PROJECT DESCRIPTION BY TASKING AREAS .... 
(U) TASKING AREA #2.8 - RENAMING TASK. .... 


(U) TASKING AREA #2.14 ~ fHHHH 
(0) TASKING AREA #4.3 - DRAGONET -j 


VI. (U) TASKING AREA #4.4 - DRAGONET - HIGH SPEED INTERCEPT 

STUDY 4 

VII. (U) TASKING AREA #6.0 - THREAT ANALYSIS PROGRAM ... 4 

VIII <U) LOCATION OF NORK. . 


(U) GOVERNMENT FURNISHED EQUIPMENT. 
(TJ) Program Management **«*»...*,*. 


SE^JT 


Page 2 




ffl 


SI 


has been and ij 


v This SOW will incorporate 

?nnn ' tasklng and taskin 9 modifications for the current 
2000 contract J-F8I~G0-O80. ^ c 

IX. (U) PROJECT DESCRIPTION BE TASKING AREAS 


, he ■■ tasking {Tasking numbers are referenced to 

-n^ original contract tasks} : • 

— — j-iHi — Area Summary T able 

TASKING AREA , TASK DESCRIPTION 


RENAMING TASK 


I TASK I KG 


DRAGO 


u^A^Oh &T - High Speed Intercept Study 
Technical Threat Analysis Program - Data Base suppoi 



(U) 

Sections 

III 

desc 

ript 

ion ox the 

ta 

III . 

(U) 

TASKING 2 

.8 


m 

This task 

has 

XV 

m 

TASKING 2 

.14 


iq for FY2000. 


give a more detail* 


VIKING ENHANCEMENTS . 

■Masking * 


5/24/02 Release 









3 


SE^^ET 

STATEMENT OF WORK 



VI . 


(U) TASKING AREA #4.4 HIGH-SPEED INTERCEPT STUDY 



provide the DRAGON ET program with a 
l for Internet data intercept' 3 on The 

nvlr^f t0r f haX h Riak \ enhance ® e ^ t s to existing Carnivore intercept drive 
svstem throughput performance. These enhancements will mak€ 
operating system performance enhancements to include service pack 1 ! 
additional capability that will be added in addition to overall thrc 
Carnivore to filter on PPP streams and the update of the graphical 
filter associated with PPP. 


use 

with 

ughp 

ser 


VII. {0> THREAT ANALYSIS PROGRAM 
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SECjqp 

STATEMENT OF WORK 

, ^ f ne contractor shall provide software upgrade 

installation support and software maintenance support for the 
Technical Threat Analysis database and the Special Projects 
database. The contractor shall supply a software enaineer, with 
an anticipated minimum level of EL-4, to support this effort at’ a 
rat 6 or ewe n t y f i ve {25} hou rs pe r mon t h , 


VIII > (U) LOCATION OF WORK 


ey them, FBI reserves the 

t & C X I JL tf. 1 S S S h oi i 1 d A FAn t' i n 


ouics a contingency arise. 


gat to approve any such external 


IX. (U) GOVERNMENT FURNISHED EQUIPMENT 


csocumeritation and addi 
identified hv thA rrmi- 


"V s u, : Vi ! \ 4 1 x A r u rn A sh na rdwa re , appl i cable 
no additional GFE requirements that should be 
he contractor in his proposals. 


X. (O') PROGRAM MANAGEMENT 

pbt • « f !L!if 0vi 5 e managerial and administrative support for the 
bcneouimg, task assignments and budgets shall 
^ 9®^® rated. Monthly status reports and other relevant FBI 

(PM0) document ®tion shall be generated 
t *’ u p P lxed to the FBI Contracting Officer’s Technical 

Representative (COTR) at required intervals. These reports are 
"-° delude monthly progress during the previous period and 

irfoSJ^f r0greS ? ? r the f ° iiowi ^ monthly period. Budgeting 
Sf ™ i" C ,Tf n ? e *P* n "turas to date is to be provided 'to 

“ on 3 oasis. As part of the contractors program 

management responsibilities, the contractor shall inform* the" 

- s wontracting Officer (CO) and Contracting Officer's 
Technical Representative (COTR) , in writing, when any of the 
tasks reach a seventy percent (70%) spending level. The 
contractor shall also provide a cost analysis of the remaining 
.unas ana time requirements that show the remaining funds are* 
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To: Finance Frd. w . Laboratory 

Re: 268~HQ~1092598, 06/16/2000 





LEAD (a) i 

Sat Lead I (Ada) 

Big 


l*- 1 


The Finance Division is requested to modify Contract 
Number J-FBI-0Q-Q80. 

Set Lead 2 {Adit} * 

CRIMINAL INVESTIGATIVE 

AT WASHINGTON. DC 

To approve funding for requisition number 827303 from 
budget line item ETX1 22 . in the amount o f $347,730, modifying 
contract J-FBI-00-080 


Set Lead 3 (Mm) 

LABORATORY 

AT OU ANTI CO . VA 
For information only. 


♦♦ 
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DRAFT 


REQUEST FOR APPROVAL OF TESTING 
SIL£ BI . „ . EL^CTg MX-C_.SURVFILLARCE EQUIPMENT 



fi— 


P.4 



SENSITIVE ELECTRONIC TECHNIQUE INFORMATION INCLUDED 

‘ DISCLOSE 

2 


S ^R etejtse . 


***£€ £j*l 



OFFICE 





A^yJ^Departnttat of Justice 


Federal Bureau of Investigation 


<" » ft! ' 1,1 y , wVshtr.pco, D. C, 20535*000 J ~~ ■— 

> JvW^C kt M 'Tie -form. <rt-^ mznm* 4ucS% 

Ht*u> fvsm fAc hfhxAfr, Hay 5, 2000 CLASSIFIED 8Y; J4HlcH 

5WU fe-c ^>&c^CT, REASON: 1,5 fe.jj 

fa KLO _ OBOMmOUXtJ 

BEQUEST^ FOR APPROVAL OF TESTING 
^SURVE ILLANCE E 




i urn i 


iem 


ENSXTIVE ELECTRONIC SURVEILLANCeAhXIQVE INFORMATION INCLUDED 

BO NOT<BX^lBs£ w 
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mV. s. 


4.‘Z5R1 


: office 
* 


DRAFT 


REQUEST FOR APPROVAL OF TESTING 

l UCTRONIC gURVEILLAKCS EQUIPMENT ^ 



HO. £29 P.5 







my. 5.2 


4:27PM 


^Xj 



kewtn s ^‘ he Hmited in extent and duration to that necessary tn 

$wF aa !f C t P ?, biiily tbe e ?u5pment, including refinm® th*nr*e4«irm «#Vfc* I~.s5!L„. 

testing herein shad not exceed 90 cays without the i 
-ge«gne » - &f the Attorney Qens fsl. t^5 (*tj 

7» O’f^ghl : FBI ID testing herein, including compliance wnh (he oroce^ure* «* «%,»», J v 

herein, shall be closely monitored by the FBI LD’s C&f of the Cyber TeclndogytectiS £&*$) 




SENSITIVE 


ELECTRONIC 


SURVEILLANCE TECHNIQUE INFORMATION INCLUDED 
DO NOT DISCLOSE 




May 12, 2000 


ssnwasiWB 

Director: 




haj? ^ e ^ . 

CLASSIFIED BY; S* »kP I 
REASON: t.S ~( c. 31 ^” 
OECUSSlFY ON: X If # 


ng t 
opos 
e Of 
nine 


Dr, Kerr, Room 3090 
Mr, Allen, QT ERF 
Mr, Thoma s , QT ERF 
T ERF 







^iLl 



approach. Moreover, the LD has shared with the DOJ's Office of 
Intelligence Policy and Review (OIPR) a draft of the attached 
proposed memorandum to the Attorney General, which includes the 
proposed electronic surveillance testing procedures. OIPR 
supports this "testing” approach, as provided for in the PISA 



, . (rouo) If You approve of this approach, the OIPR 

advises that the FBI request should be forwarded to the Attorney 
General through the attached memorandum, which the OIPR has 
already approved in draft form, /{A 


Donald M, Kerr 


5/2 4/02 Refuse * B9' 
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Mrs. Frances Fragos Townsend 
Counsel, Office of Intelligence 
Policy and Rev iew 
Re 


(U) The Carnivore software has been developed and 
tested over a period of years and has been deployed in the field 
successfully on numerous occasions. However, it has never been' 
installed in the USA.NET network. While roost networks use 
standard protocols, protocols can vary widely from the standards 
in some networks. ' - - 
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EXECUTIVE SUMMARY 


TO; THE ATTORNEY GENERAL 

THROUGH: MRS. FRANCES FRAGOS TOWNSEND 

COUNSEL, OFFICE OF INTELLIGENCE 
POLICY AND REVIEW 

FROM: LOUIS J. FREEH 

DIRECTOR, FBI 

SUBJECT: <U) REQUEST FOR APPROVAL OF TESTING 

OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT 

ACTION MEMORANDUM 


:° ofotain Attorney General's approval of th* 

attached FBI electronic surveillance te^t-i-i^ •> 

testing procedures pursuant 

u.o t \ ty vc steed. in chp At&o^n^v i e ^ " 

t-K„ r „ , an.o~ne> General in Section IQS(f) of 

codified SO S:sx en i805m aillanCe ACt ° f 1978 <FISW ' 

propose d^FB I ^Csr h * Atcorn 1 ir Seneral is requested to approve the 
proposed FBI testing procedures as soon as possible. Testino 

pursuant to these procedures is essential for the FBI to be ab' ) 


ClassT?"^ 

DeclassiJ 


MAR 2 <> 7? < 

CLASSIFIED BY; 

REASON: 1.5 (cTTr^gi; 
DhCUS$IFyOM;X f 


Sft^T 
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SEMET 


Memorandum to The Attorney General from Dir 


ector, FBI 



RECOMMENDATION i (U) At t g >~ri e v ^nr-mui . * . 

, l ~*' «<-*■-- ^-nerax approve the attached fbt. 

electronic surveillance testing procedures. 


APPROVE 


Concurring com 


DISAPPROVE 


NONE 


)TKSR 


Nonconcnrri na component- ■= 


NONE 


S&^ST 
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MEMORANDUM for the attorney general DEOA 

THROUGH; MRS. FRANCES FRAGOS TOWNSEND 

p°^5 L ' office OF INTELLIGENCE 
PoLI Ci AND REVIEW 

FROM; Louis J . Freeh 
Direct or , FB I 

SUBJECT; (U) REQUEST FOR APPROVAL OF TESTING 
J ' tBI ELECTRONIC SURVEILLANCE EQUIP? 

ACTION MEMORANDUM 


2 L> zm tint , 

CLASSIFIED BY: j 

REASON: 1.5 
DECLASSIFY OM:x1 


UIPMENT 


PU«POoH: (U> To obtain the Atternav General .« 

attached FBI electronic survei^t ce ^ eipp ^ oval of the 

to authority vested in the Atto-nL rIC' t “V^- ?IOCe<3ures Pursuant 
the Foreign' Intelli^ce Section 105(f) of 

codified at 50 U.S.c 1805 {fH 1978 <FISA) , 

TIMETABLE: (Vf The ih--,™ 

proposed FBI ^stVnr/L S 7 '° enerai 13 requested to approve the 
L.Jr a thl testing procedures as soon as possible P 


(U) ClassTSs<ed by; G-3 
Dec 1 aam\ on ; x - 1 


SlJ^ET 
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Memorandum from Director, FBI to The Attorney General 
Re; REQUEST FOR APPROVAL OF TESTING, May 11, 2000 
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SEjKtET 

Meinoxandtzni £ x~ o n i Dirficto)* itpt ** ^ 

Rs ■ RROttpct crus 7 t nri „ ' ^ ^ Attorney General 

Re. REQUEST Pur APPROVAL OP TESTING, May 11, 2000 


SE^feT 

*4* 


Mm Reh*se.to gem 





SE<J^5T 

Memorandum from Director, FBI to The Attorney General 
Re: REQUEST FOR APPROVAL OF TESTING, May II, 2000 


that ' in important respects, filters and then” 
Wlt ? 9 f e3 u precision various ISP data elements 

rert-A-ir, of c ° nt ® nfc ^ hen authorized) based upon reference to 
ceitam standardized ISP TCP/IP protocols. 


tretJO j 


Non-ta 


u n ' L"!'* ~ ’ . All FBI testina sha 

Cst. conaucted in sucli 3 w&v tlist iti wi 1 1 nr^ , h +- * v ..._ _ f. ^ 

- 1 . WXX1 noc ^ targeted jagamst 

the communications of any particular person or persons . /if) 


{fa , . ^ FO / roJ 7 * Su . rat.ion : The testing herein shall be 

limited m extent and duration to that necessary to determine the 

the & eiu^ y °5 th » e< *¥ ipment ' including refining^ the precision of 
the equipment. Testing herein shall not exceqd 90 days without 
the prior approval of the Attorney General. 


. , (R0U& } 8 . Agency Oversight: FBI LD testing herein 

including compliance with the procedures set forth herein «ha"i 3 
be closely monitored by the FBI LD's Chief of the Cyber ' 
Technology Sect ion. ||A 
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Memorandum from Director, FBI to The Attorney General 
Re: REQUEST FOR APPROVAL OF TESTING, May 11 * 2000 


Hr QUO} 9- Resorting : Upon completion of the testing 

herein, the FBI LD shall submit a summary report to the 
Department of Justice's Office of Intelligence Policy and Review 
briefly setting forth the results of the testing, stating its 
compliance with these testing procedures, and identifying the 
duration of the testing. J 

RECOMMENDATION: Attorney General approve the attached electronic 

curve ill ane e test i ng p r oce du re s , 



APPROVE 

DISAPPROVE 

OTHER 


Concur r ina component s ; 
NOME 

Noncononrrina components ; 
NONE 
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Trom : Director, FBI 

Subject ■. (U) REQUEST FOR APPROVAL OF TESTING 

OF FBI ELECTRONIC SURVEILLANCE EQUIPMENT 

ACTION MEMORANDUM 
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Memorandum from Deputy Director to The Attorney General 
Re: REQUEST FOR APPROVAL OF TESTING, May 11, 2000 





Memorandum from Deputy Director to The Attorney General 
Re: REQUEST FOR APPROVAL OF TESTING, May 11, 2000 
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Memorandum from Deputy Director to The Attorney General 
Re: REQUEST FOR AFPROVAL OF TESTING, May 11, 2000 


m 


„ ... ,etx njLvore is an FBI-desiqne 

< nt e r^nt5 r 2f ^** 1 ' in f®P®^ant^respects, filters and thin 
-intercepts with great precision various ISP data elements 
1 including content when authorized) based upon reference to 
certain standardized ISP TCP/IP protocols. 


k* _ , » • t hGarJCargeuea test mg : All FBI testing shall 

be conducted in such a way that it will not be targeted against 
the communications of any particular person or persons («) 
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SE^I 


° epUty Director to The Attorney General 
Re: REQUEST FOR APPROVAL OF TESTING, May 11, 2000 



“ fr0UG) 7 - teafclo n: The testing herein shall be 

capability T Sa **•»*»• *>» 

fcb«. *>„„*. l > ~ retin^ng tne precision of 

c , Cvjjj.pt, vent. . testing Herein snail not exceed so ' " 

h ftri OV ■> <;■ . i A , / VvSyo A’4, b! iOlit 

• ap^i oval or the Attorney General . (iA 


tf6W 8. Agencx 
including compliance with the 


be closely monitored by 
Technology Section. 


the 


£vg£Siai&2 FBI LD testing herein, 
procedures set forth herein, shall 


■BI LD*s Chief of the Cyber 


R8T;0 

shall 


rtinq : 
submit 


Upon completion of the i 
a summary report to the 


nesting 


(FQUO) 9. 
herein, the FBI LD 

Depaxtmenc of *3nst^ ce * s ,*.,3 Ty.p « , *, • . 

briefly sett ing ‘ forth the"results of the ?es?ino° icat^o 
compliance with these testina procedures and * tf 

duration of the testing.^ P JrtS ' * ud -^ntifymg the 


SE^T 

16- 
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MEMORANDUM FOR THE ATTORNEY GENERAL 6/1/00 

THROUGH; MRS, FRANCES FRAGOS TOWNSEND 

COUNSEL, OFFICE OF INTELLIGENCE 
POLICY AND REVIEW 

FROM- LOUIS J, FREEH fe 

DIRECTOR, FBI {j?K£HV/JS£ .C 

SUBJECT; (U) REQUEST FOR APPROVAL OF TESTING 

OP FBI ELECTRONIC SURVEILLANCE EQUIPMENT 

ACTION MEMORANDUM 


attached FBT^elSctro^S ™<e f toiney General's approval of the 
to authority vested in f he' A-tor^v^®- r Pursuant 

coax fied at 50 u*S.C, 1805(f) ^JSA) , 


attached FBI 

h Ci vf V, y-x w 4 v. » . 


TIMETABLE: (X T h« , , 

pxoposea FBI lestina nroeedm^ 4 > a to approve the 

“iire»a^f ^ p^Q^eauxes e«s soon as possible 

ursuant to these oro cednrpss ^ *. 

he FBI 


8P*HQ-X0X24» 


, Roor 

ft 714 

2 

Room 

■ 

| iioom 
[ Room 
1 Root 

ii> *1 


Room 


— - — — f ^oom 3090 
Mr. Allen, qt erf 








4Vs*tf***»? 
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Memorandum from Dx rector prt t- r\ Thj» n^f ^ 
d^>+ ppnripcm ^ nr ,« f * The Attorney General 
Ke* REQUEST FOR APPROVAL OF TESTING 
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SEC 

i. 

Memorandum from Director fpt 

Re: REQUEST FOR APPROVAL OF TESTING ® Y General 




. progr^rT^^^^^S^respecCs 6 m?? FBi "design^ 

intercepts with great precision vari^f filters and then 

{including content when a „H, A . aixoua ISP data elements 

certain standardised ISP TCP/lp S J?otScolf . UP ° U reference to 



(FOOD) 4. Mon^arcetedtestinc- an rat 
be conducted in such a waTThSTi^^^t t I sha11 

the communications of any particular rw’r-^n targeted against 

y P ar ticuiar person or psrsonsAf. 



limited in ^extent- ~ testing herein shall be 

capabilitv of o duration to that necessary to determine H, a 

the S,h £L 5 h t ec ^pment, including refining the mSlSt * 5 ® 
tne equipment. Testing herein *1 § cne Precision of 

the prior approval of the Attorney GeSSarg® 90 days without 
including SSuance^ith^hl^^Sure^ec^fo??? 1 ? 3 h ? rBin ' 

JtfiSSg che ra? “ r * Chiefs ’ 's h c!s:“' sha11 
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Memo r-andum from Director, FBI to The Attorney General 
Re. REQUEST FOR APPROVAL OF TESTING 


herein, the^FBl ' LD * , ^pon completion of the test inq 

gepart^nt <* JuSice-sMHof of SESfJZSto&J?* - , ” 

duration of the testing (gj P d 1 £,f an<i identifying the 

?u-SJ??? DATZON: Attorney General approve the attached *. 

surveillance testing procedures.^ j l attached electronic 


approve 


DISAPPROVE 


OTHER 


M^aM£Xiaa_SQ fflponent s • 
HONE 

Hougoncu r r i no coinn np ^ n t £ 


SF^ET 
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Memorandum from Director, 
Be: REQUEST FOR APPROVAL 


ESI to The Attorney 
OF TESTING 


General 


St^ET 
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